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Product Overview

The D-Link Central WifiManager is a versatile, convenient software solution for administrators to manage wireless devices throughout the network from a central point.

System Requirements

For the best results, the following minimum requirements are recommended on the computer used to run the Central WifiManager Server application:
* Hardware:
o CPU: Intel Core i5 3.2GHz.
o RAM: 4Gb DDR3.
o HDD Space: 2 Terrabytes.
o Display Card: Windows Graphics Card.
o Installed Gigabit Network Adapter.
* Operating System:
> Microsoft® Windows 7 (Ultimate/Enterprise) (x86/x64).
> Microsoft® Windows Server 2008 (R2 with SP2) (x64).
> Microsoft® Windows Server 2012 (R2) (x64).
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Software Installation

In the following section, we’ll discuss the software that needs to be installed and used to successfully run the Central WifiManager application.

The following software applications must be installed in order:

+ The Central WifiManager Server application. This is the main application that will be responsible for day-to-day wireless network management and maintenance. For
more information, refer to “Central WifiManager Server Installation” on page 5 and “Central WifiManager Configuration” on page 17.

» The Access Point Module software for all access points that will be used in the Central WifiManager Server application. Every access point has its own access point
module software that can be installed on the computer that hosts the Central WifiManager Server application. These modules allow seamless communication between
the server and the access points using the Simple Network Management Protocol (SNMP). For more information, refer to “Access Point Module Installation” on page
9.

» The Access Point Installation Tool. This utility can be used to find new access points on the network, change the IP address of each access point, and upload the
network data file for each access point. For more information, refer to “Access Point Installation Tool” on page 13.

Included at the end of this document, we have the following appendices with additional information that can be helpful to the reader:
» “Appendix A - Front Desk Staff & User Access” on page 114.
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Central WifiManager Server Installation

In this section, we'll discuss the installation procedure for the D-Link Central
WifiManager software. After running the installation file, a welcome window will be
displayed.

Welcome to the InstallShield Wizard for Central
Wifidanager
Click the Next > button to continue to the next step.

Click the Cancel button to stop and exit the installation. The InstallShisld® wizard will install Central wilitd anager

ah your computer. To continue, click Mext.

<Bac.k E- Mext » i[ Cancel

In this window, the destination location is displayed, where the software will be

installed. If this application needs to be installed at a different location or on a different = —_— )
. . . . . . oose Destination Location
drive, click the Browse button and navigate to the new destination location. S Sleet foldet e e.setip il Fatall s
Click the < Back button to return to the previous Step. Setup will install Central /ifit anaager in the fallowing folder.
CIICk the NeXt > bUtton tO Contlnue tO the ne_Xt Step' . To install to this folder, chick Mext. Ta install to a different falder, click Browse and select
Click the Cancel button to stop and exit the installation. another folder.

Destination Folder

C:\Pragram Files (+BE/AD-Link\Central Wi anager

InstallShield

< Back H— Mewt » ][ Cancel ]

Page 5



Software Installation

D-Link Central WifiManager Software User Manual

Central WifiManager Server Installation

In this window, we can view or modify the Manager, Listen and Service Port entr :
numbers. Central Wifi Manager Port Setting

Click the < Back button to return to the previous step.
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

tanager Port

Listen Port

Service Port

IfztallShizld

< Back l MHext » | Cancel

In this window, we need to enter the IP address or Domain Name for the Central ' Central WifiManager - InstaliShield Wizz
WifiManager in the Central WifiManager Server space provided. This is normally the Central WifiManager Server IP/Domain Name
IP address of the PC being used for the installation.

Click the < Back button to return to the previous step. Central Wifitlanager Server IP/D omain Name
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

Central ‘Wifitd anager Server IP/Domain Mame

InztallShield

MHext > |’ Cancel
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Central WifiManager Server Installation

In this window, we must enter the PostgreSQL password that will be associated with
this application in the spaces provided. Enter the same password in the Password
and Retype password spaces provided.

Password

Click the < Back button to return to the previous Step' Flease provide a paszsword for service account (postares]
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

Passwaord

Retype pazzword

InstallShield

< Back |l MHext > I[ Cancel
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Software Installation

Central WifiManager Server Installation

The Central WifiManager software installation is running.

Click the Cancel button to stop and exit the installation.

The Apache HTTPS Server application might be blocked by the computer’s firewall. If
Windows’ default firewall is used, a security alert message will be displayed. Click the
Allow Access button to allow this application to communicate with the network.

In this window, the user is reminded that apart from the Central WifiManager
installation, each access point that will be used in this application requires a separate
module to be installed. This will be discussed in the next section.

Click the Finish button to complete and exit the installation wizard.

Setup Status

Central Wifikdanager is configuring pour new software inztallation.

Inztalling

C:4.AD-LinkACentral \Wifitd anageriapache2 4\bin\libp g, dil

|nztallShield

InstallShield Wizard Complete

Flease inztall the module which vou want to manage before
unning Central 'wiki M anager Server,

< Back Cancel
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Access Point Module Installation

For each access point that will be used in the D-Link Central WifiManager, we need
to install an additional manager module. In this section we’ll discuss the installation
of the DAP-2330AP access point’s manager module that will be used in the D-Link

Welcome to the InstallShield Wizard for

Central WifiManager. = DAP-2330 AP Manager Module
NOTE: If the Central WifiManager Server is already running, it must be stopped and _ The InstallShield® wizard will install DAP-2330 AP
. . M anager Module on pour computer. To continue, click
closed before that Access Point manager module can be installed. Mext

After running the access point's manager module, a welcome message will be
displayed to inform the user that the manager module will now be installed on the
computer.

Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

L < Back E MNext » ][ Cancel

After clicking next in the previous step the access point’'s manager module will be

installed. Setup Status

Click the Cancel button to stop and exit the installation.

DAP-2330 AP Manager Module is configuring your new software installation.

Installing

A AD-LinkACentral wWilibd anagersPlugl nssDAP2330apH elp.dll

. |

InstallS hield

Cancel
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Software Installation

Access Point Module Installation

After the access point’'s manager module was installed successfully, this window will
appear.

Click the Finish button to complete and exit the installation wizard.

Install5 hield Wizard Complete

The InztallShield Wizard has successfully inztalled DAP-2330
AP Manager Module. Click Finish to exit the wizard.

o i [ s
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Central WifiManager Server Application

In this section, we'll discuss the Central WifiManager Server application.
After the installation was completed the following applications will be available. Server Help

|

|, D-Link |
. Central WifiManager
. Central WifiManager Server
.‘ Central WifiManager [~ Automatically start server when configuration window is open

— Setting:

[~ Automatically open configuration window when Windows start up

Click the Central WifiManager Server option to open the server application.

~Meszage

After running the Central WifiManager Server application, the window (on the right) 014707 10.06:47 Syelg Server Stat suzosss,
will appear. This is the management console window for the server application. b S RNE f AST

In the Menu bar, there are two option available, Server and Help. Under the Server
menu we can Start, Stop or Exit the application. Alternatively, right under the Server
menu option, there are also start and stop icons that do exactly the same thing.
Under the Help menu option, there is an About option that will, after being clicked,
display the name, version and copyright details of this application.

CommLog l FtpLogI APLivelog | DataRefreshlog | AutoConfiglog

| Central WifiManager Server is offline
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Central WifiManager Server Application

In the Settings section, we can select to Automatically open configuration j
window when Windows start up and Automatically start server when F—
configuration window is open. Select these options if needed. b m

After this, there server can be started by click either the start icon or being selecting [
Start in the Server menu Option. v Automatically open configuration window when \Windows start up

| | W Automatically start server when configuration window is open

NOTE: When clicking the close icon, on the far upper right corner, this application
will close and exit. The server will not be running in the background. Click the
minimize icon to close this window and allow the server application to run in ~Messags
the backg round. 2014-7-01 10:06:47 Syslog Server Start success.

2014-7-01 10:06:47 FTP Server online
2014-7-01 10:06:47 SnmpTrap receiver initialize successiully!

When the server is up and running, the left circle icon, at the far bottom right corner,
will display green. When the server is not running the right circle icon, at the far
bottom right corner, will display red.

To view log entries about the System, FTP Connectivity, Live Access Points, Data
Transmissions and Automatic Configurations, tabs at the bottom of the Message
section can be selected.

Commlog | FtpLog! AF'LiveLogl DataRefreshlLog | AutoConfiglog

| Central WifiManager Server is online
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Software Installation

Access Point Installation Tool

The Access Point Installation Tool is an additional utility that compliments the D-Link Central WifiManager. This utility can be used to scan for new D-Link access points in the
network, regardless of what IP range they are configured in, and then pre-configure them to be used in the Central WifiManager. To add new Access Points into the CWM,

we need to run Access Point Installation Utility for CWM first. This is required to provide initial synchronization (IP address of the CWM server and authentication information)
of APs with the CWM. Once the APs are synchronized with CWM, we can use the CWM: ‘Uploading Configuration’ option, to push new configuration or any amended

configuration remotely to the APs.

After opening the Access Point Installation Tool, the following window will be
available.

Click the Discovery button, to scan for D-Link access points that are connected to
the network with an Ethernet cable.

After clicking the Discovery button, this utility will scan the network for D-Link access
points that are connected to the network with an Ethernet cable. This utility will find
D-Link access points regardless of what IP address they’re configured in.

. AP Installation tool |
I r-0s [° ey [ oseey | swp | oG |
IP Address | ModelName | HW Version | MAC Address | NetMask | shimp | Fw Version | Action | status |
I~ SelectAllthe Devices.
. AP Installation tool I_EE__.l
Time Qut |3 Retry |1 Discovery Set P Set Grouplnfo |
IP Address | ModelName | HW Version | MACAddress | NetMask | snmp | Fw Version | Action | status [
[]192.168.0205  DAP-2695 A 002695128470  255.255.255.0 Enable 1.1
[]192.168.0204  DAP-2310 B C4A81DS1B110  255.255.255.0 Enable 2.02
[J192.183.0202  DAP-2330 A C4A31DI0CDS0  255.255.255.0 Enable 1.01
[]192.168.0207 DAP-2553 B1 EC2280B61878  255.255.255.0 Enable 3.00
[J19z.188.0206  DAP-2690 B 9CDE43290450  255.255.255.0 Enable 31
Discover
I [ 1] Discover.. ...
-
IEIEpﬁed Time 00:00:07

|~ SelectAllthe Devices

AD rvermbiar e B
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Software Installation

To change the IP address of an access point discovered, select the check box next to it and click the Set IP button.

Access Point Installation Tool

After clicking the Set IP button, the following parameters can be configured: " AP Tnstallee
Parameter Description e [ aa ponery | sap | setorupmn |
IP Mode Select the IP mode for the access point here. Options to e T Sef:ww = T |
choose from are Static IP Address, to manually configure %ggggg e i [static P Adaress =
the IP settings, and Dynamic IP Address, to allow a DHCP 1?,2:@3:23'2 e S I
servter to automatically assign the IP settings to the access [lieztes0202  papzasn A e EEEE |
point.
atewa: o o o o
IP Address Enter the new IP address for the access point here. e :
Sub Mask Enter the new subnet mask for the access point here. " | |
Advanced oK Cancel
Gateway Enter the gateway’s IP address for the access point here.
DNS Enter the DNS address for the access point here. ey e '
User Name After clicking the Advanced button, we can enter the login L Seeiantonn
username of the access point here.
Password After clicking the Advanced button, we can enter the login ; : .
. . AP Installation tool |
password of the access point here.
Authentication After clicking the Advanced button, we can select the login #—“““%“m | __ser | setomuwe |

authentication encryption method used. Options to choose
from are MD5 and HMDS.

IP Address

| Model Hame

[] 192.168.0.207
[] 192.168.0.204

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made.

192 168.0.208
[ ] 192.168.0.205
] 192.168.0.202

DAP-2553
DAP-2310
DAP-2890
DAP-2895
DAP-2330

[~ Select Allthe Devices

AP number is 5

~ IP Setting

IP Mode

IP Address
Sub Mask
Gateway
DNS.

Advanced |

[ static P Adaress |

|192.153 0 206

1255 255 . 255 ]

Iu.uou

0K Cancel

—Advanced

IP address.

User Name

Password

Authentication

Please enter the correct password before setting up

—

" MD5 ' HMDS

jon | Action | Status [
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Software Installation

Access Point Installation Tool

After clicking the OK button to set the IP address, the access point will be configured
and some time will be given for the access point to restart after the new IP address
was applied.

The Status parameter will display the progress of the IP address configuration and
access point reboot.

This utility also allows us to upload the network data file directly to the access point
to configure the group information that this access point will use to identify in which
network it belongs.

Click the Set Grouplnfo button to upload the network data file. After click the Set
Grouplnfo button, we can click on the “...” button to navigate to the saved network
data file on the computer and then upload it.

Click the Test button to test if the data file is in fact a valid network data file.
Click the Advanced button to use advanced login options for the access point as
discussed earlier.

- AP Installation tool [ & |
I -0+ [ ey [T ooy [ sip ] seoowin |
PP Address | Model Name | HW Version | MAC Address | NetMask | sHmP | FW Version | Action | Status [
[]192183.0205 DAP-2885 A 002685128470  255.255.255.0 Enable 11
[ ]182.168.0.207  DAP-2553 B1 EC2260B61B78  255.255.255.0 Enable 3.00
[]192163.0.204 DAP-2310 B C4AZ1D91B110  255.255.255.0 Enable 2.02
[]192168.0201 DAP-2880 A 7062B350D260  255.255.255.0 Enable 1.06
192168.0202  DAP-2330 A C4AZ1D90CDI0  255.255.255.0 Enable 1.01 Reset 14%
[]192163.0203  DAP-2380 B C4AS1DI43E23  255.255.255.0 Enable 202
[]182168.0.206  DAP-2690 B 9CDG43250480  255.255.255.0 Enable 3.1
I~ SelectAll the Devices
AD mimabar e 7
[§ AP installation tool I ———— '._E*
IP Address | ModelName | HW Version | MAC Address | NetMask | SNMP | P Version | Action | Status |
192.168.0205  DAP-2695 A 002695128 i5.2: [¥] Ena
1921680207  DAP-2553 B1 Set Grouplnfo
92.168.0.204  DAP-2310 B
92.168.0.201  DAP-2660 A i
92.168.0202  DAP-2330 A File: ‘ [I leset 0K
192.162.0.203  DAP-2360 B SeTver TORRE T
192.168.0.206 DAP-2530 B Each port can detect whether the server is connected property,

please click test start checking

Test

Advanced Gk |

Cancel |

[¥ SelectAllthe Devices

U R
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Access Point Installation Tool

After clicking the Test button to successfully test if the network data file is valid, the [8] 4P Installation tool e
following message will be displayed.
9 9 play I -0 [° Reo [ osoweny | sap | sercroun |
Click the OK button to initiate the upload ST | ModelName | HWf] Set Groupinfo pn | Acton | status |
. D 182.168.0.204 DAP-2310 B
Click the Cancel button to cancel the upload. Himaozy oarz 0| i o onawanagerTest FroneO-Ci PR ||
[]192.168.0203  DAP-2360 B Server connection test
D 192.168.0.205 DAP-2695 A Each port can detect whether the server is connected properly,
[]192.168.0202 DAP-2330 A please click test start checking
152.168.0.206 DAP-2550 B Check port......OK
Test
Advanced oK | Cancel |

I~ SelectAll the Devices

After clicking the OK button, the network data file will be uploaded, the access point [l <to'tion tool — ct——— —
will be configured based on the settings within the data file, and will then reboot. I ok [ ey [ osoers | sep | [Saomom]

. . - . IP Address | ModelName | HW Version | MAC Address | NetMask | snmP | FW Version | Action | status [
The Status parameter will display the progress of the configuration. Clat s [84ez - Ve [T | e |2
I:l 192.168.0.207 DAP-2553 B1 EC2280B61B78  255.255.255.0 Enable 3.00
. . . . . . |:| 192.168.0.201 DAP-2860 A 706288500260  255.255.255.0 Enable 1.08
For more information about configuring networks and generating network data files Eggggg: s s Eaies | Ena::e L
H H % ” H " .. . nable -
used in this upload, refer to “Network” on page 25. []192188.0.202  DAP-2330 A C4ABI000CD90 2552552550 || Enable 1.01
192163.0.206  DAP-2690 B 9CD643290480  255255.355.0 Enable 3.1 Config Group ...

I~ Select Allthe Devices

AD minbnar ie 7
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Central WifiManager Configuration

In this section, we’ll discuss the Central WifiManager client application.
After the installation was completed the following applications will be available.

J D-Link |
L, Central WifiManager
. Central WifiManager Server
. Central WifiManager

Click the Central WifiManager option to open the client application.

The Central WifiManager uses a secure HTTPS connection to the Central
WifiManager Server. By default, this application will open the default Web browser
and connect the to localhost, which is the local means of connecting to the same
PC’s own IP address.

Alternatively, from a remote computer, we can connect to the Central WifiMlanager
Server by entering the IP address of the computer that has the server application
installed into the web browser, thus it is not needed to install the software on the
remote computer. Open the web browser on the remote computer (Internet Explorer
or Google Chrome are recommend) and enter for example https://192.168.10.1

or https://domain-name.com (where 192.168.10.1 or domain-name.com is the IP
address or domain name of the computer running the CWM server) in the web
browser’s address bar and press ENTER to enter the CWM management interface.

NOTE: Connection to the Central WifiManager Server uses a secure HTTPS
connection.

After the Web browser was open and connection to the server was made
successfully, a login window will appear. Enter the login user name and password in

this spaces provided and click Login to enter the Central WifiManager Configuration.

NOTE: By default, the user name and password is admin. The default language is
English and also support Italian,French,Spanish and German.

@ hitpsiiflocalhosty

P~ . Certificate Error: Mavigation.., *

|@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

D-Link _

Building Networks for People

Central WifiManager

o o,

T LN R SR [ RN, RS, . SR
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Dashboard

After successfully logging into the server, the Dashboard page will be available. On this page, summarized information of the connected access points and wireless clients
will be displayed.

After configuring sites, a list of sites will be available for selection in the site drop-down menu.

Underneath the site drop-down menu, the following four blocks with pie charts can be
seen.

Block Description

N . . . D Central o = 0
Station In this block the number of wireless clients, connected to the | WifiManager _ =

access points in this network, will be displayed per wireless bl i pEk Monter About

frequency supported. The pie chart illustrate this information

@ 2014-12-30 18:05 x Sign Out/admin

visually. po
. . 24GHz I Band |Sum 24GHz [ Model  [Sum DAP-2360 [ Status Sum | off line AP [

Band In this block the number .of w_|rele_ss frequency.bands, — Sl ot i b e e

hosted by the access points in this network, will be o= | o= | 3 DAz 7 0aP550 [ Grmear |7

displayed per frequency band supported. The pie chart il

illustrates this information visually. - - i -
Model In this block the number of access points in this network will \

be displayed per product code. The pie chart illustrates this

information visually. © |
Access Point In this block the number of online and offline access points SEGTHEE]

will be displayed per status. The pie chart ilustrates this N T N N o T i SR S

information Visua”y_ 1 ADS8B4E4CA00  192.162.0.103  Click to setalias N WPA2-Personal 91 WiFiManagers0  OFF

In the Station Detail table, a list of connected wireless clients will be displayed with
the basic information about them.

Copyright©2014 D-Link Corporation.
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Device View

On this page, a list of configured sites will be displayed. For more information on how to create or configure sites, refer to “Create Site” on page 23. For this example, we
created a site called Headquarters and within the site we created a network called Server-Room.

For more information on how to create or configure networks, refer to “Create Network” on page 26.

In the Device View tab, a list of access points will be displayed that was associated
with the Headquarters site. More information about the access points will be
displayed in the table columns. To view more detailed information about a specific
access point, click on the IP address of that access point.

(D 2016-04-20 17:18 & Sign Out/admin

¢ 2 o

System Monitor About

Central
D‘ WifiManager @\ 0

Configuration

Q)

Home=Site

E HQ

Click the m icon to remove all the selected access points from this network.

Network

Click the ™ icon to select what information will be displayed of your site or network. nmm@@a-l
oo 1157 192.168.70.50 192.168.70.50 54BB0AZEEATO DAP-2660 115 EA

Click the = button to manually reboot the access point.
Click the @ icon to remove an access point from this network.

iy

Click the zF button to configure the transmit power settings of the access point.

After clicking the T button, the transmit power settings of the access point can be
configured as shown below:

2.4G: 5G:
E Ed

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made.

Copyright©2016 D-Link Corporation.
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Topology View

On this page, all the devices connected to the specified site will be displayed visually.
The following items can be found on this page.

Item Description

(D2014-07-01 16:55 &, Sign Out/admin

Add Topology On the top, right of the viewing area, there is a + icon. Click D|Cﬁ_jr};ric&|\mngm' '@‘ OQ 0' f 0
this icon to add a custom topology. Cogtolratan EED Monitor ot
Edit Topology On the top, right of the viewing area, there is an i icon. Click ::mm Hmsne
this icon to modify the newly added topology’s name. T oerce v K
Delete Topology On the right of the topology tabs, there is an x icon. Click Room

this icon to remove the custom topologies created. The
all topology, which is automatically generated, cannot be
deleted.

Map Size The map size of the topology view can be modified. Enter
the width and height of this view in the text boxes and click
Submit to accept the changes made. These values must be
between 800 and 8000.

Cursor Select this option to select an item individually.

Guide Select this option to make the guides visible in the topology.

Add Device Select this option to add access points, that have been
associated with this site, into the topology.

Add Background Select this option to add a custom background image to the
topology. Image formats supported are JPG, JPEG, GIF and
PNG.

Pen Select this option to manually draw a connection line from

one device to another. After drawing the connection line, it
can be specified as either wired or wireless and the color
and line thickness can be customized.

Copyright ©2014 D-Link Corporation.
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Topology View

Parameter Description

Drag Select this option to enable the function to simply select and move the objects and the background of the topology into place.

Save Select this option to save the topology.

PC (Null) This icons illustrates the management PC, where the Central WifiManager Server application is installed.

Access Points These icons illustrate the access points located at the site and there connection relation with each other. Double click on any access point icon to

view more detailed information about the selected access point.
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On this page we can view, create and configure logical sites and networks that are related to the physical locations of the wireless devices in the network. Wireless devices at
these sites can unanimously and effortless be managed and maintained through the use of this application.

(D 2016-04-22 02:23 & Sign Out/admin

Central . = =
D‘ WifiManager @\ ﬁ“ 0 =

Sites and networks that have already been configured will be displayed under the
Site option on the left panel. Also, after clicking on the Site option in the left panel,

the list of configured sites will be displayed in the Site List table on the main page. — o e Tl
Site Configuration=Site
Click the [ © J button to add a new site. . ¥ | Q]

Admin member Creation date
HQ admin/SuperUser admin 2016-04-20 14:16:26 E E m

Copyright©2016 D-Link Corporation.
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Create Site

After clicking the © putton to add a new site, the following page will be available. On this page, users can create sites and also assign member accounts to each site.

The following parameters can be configured:

Parameter Description

© 201501 50 & Sign Outadmin

=
Site name Enter the new site’s name here. This name can be up to 50 D|Cﬁﬂiﬂmoger . ’@‘ Qé_‘ 'Q' 0
characters |Ong_ Home Configuration System Monitor
Configuration=Site=Create site
Site member Select the member accounts that will be added to this site T :
in the left box and click >> to add them to the Selected D-LinTW Sl b ] B
list in the right box. To remove a member account from the Tl S EEmE i g
selected list, select it and click << to remove the account. iy 15D, support
D-Link_KR TSD_LAB
D-Link_IN T
Click the OK button to create the new site. D-Link AU johnny
D-Link_CN dink@Ha
D-Link_S6G simon
D-Link_RU chris .
D-Link_LA
D-Link_ME m
D-Link_HK
D-Link_TR
D-Link_CA
TSD_LAB
TSD ]
test L]

Copyright©2014 D-Link Corporation.
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After creating a new site, it will be displayed in the Site List table. In this example, we (D2016-04-22 09:33 & Sign Outiadmin

created a site called HQ. D | C:Ur:;rigj‘m;ger ,@\ -l:-ﬁ %ﬂ i::n ”;m

Click the [TJ button to add another site. D . Consasdion e —_— - - ~To]
[incemeare | ¥

Click the [VJ button to download the AP Installation Utility for the Central Admin member - Creation date

WifiManager HQ admin/SuperUser admin 2016-04-20 14:16:26 B =] m

Click the Copy from icon to copy the configuration from another site to this site.
Click the Modify icon to modify an existing site.
Click the Delete icon to delete an existing site.

Copyright©2016 D-Link Corporation.
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After clicking on the site link called HQ, in the left panel, we can see the list of

(9 2016-04-22 15:03 & Sign Out/admin
networks that have been created for the site in the Network List table on the main D Central @ 3 = 'O'
page. | WifiManager -4
Configuration System Monitor
Configuration=Site=HQ
Click the . @ | button to add new network for this site. CL v] o]
Network list

Network name Admin member Creator

Creation date Copy from| Modify Delete
Network admin/SuperUser admin 2016-04-20 14:35:18 5] =] il =]

Copyright©2016 D-Link Corporation.
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Create Network

After clicking the © putton to add a new network, the following page will be available. On this page, users can create networks and also assign member accounts to each
network.

The following parameters can be configured:

Parameter Description (D 2015-01-13 & sign Outiadmin
. Central . = =
Network name Enter the new network’s name here. This name can be up D| WiFiManager Q&_‘ 0‘ = 0
to 50 characters long. Canfgtniion St SonHor
R R S Configuration=Site=TSD=Create network
Network member Select the member accounts that will be added to this TR
network in the left box and click >> to add them to the DLk W [l
Selected list in the right box. To remove a member account BEChe newworkmemoer [
. . . D-Link_EU
from the selected list, select it and click << to remove the iagiede TTSSDS-;“"‘”"
£ b3 aaron
account. D-Link_KR >> |
D-Link_IN
D-Link_AU
Click the OK button to create the new network. R
D-Link_SG
D-Link_RU
D-Link_LA .
D-Link_ME
D-Link_HK
D-Link_TR
D-Link_CA
TSD_LAB
= TsSD )
TS83 )
test ]

Copyright®2014 D-Link Corporation.
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After creating a new network, it will be displayed in the Network List table. In this (20160422 15:03 & Sign Outiadmin
example, we created a network called Network. Central = =
D‘ WifiManager @ ﬁH o =
Configuration System Monitor
Click the [ © J button to add another network. Q Eonmsdioy pre:!d
B Network @ et VJ oJ
Click the | ¥ | button to download the AP Installation Utility for the Central il Networkname amin memoer Creatondate |Copyrom| oy | Delete

WifiManager Network admin/SuperUser admin 2016-04-20 14:35:18 E =] il =]

Click the Copy from icon to copy the configuration from another network to this
network.

Click the Modify icon to modify an existing network.

Click the Delete icon to delete an existing network.

Click the Export icon to download the data file of this network, that can be uploaded
to an access point to quickly configure an access point to identify with this network.

For more information about how to upload the network data file to an access point
for seamless network association, refer to “Access Point Installation Tool” on page
13.

Copyright©2016 D-Link Corporation.
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After clicking on the network link called Network, in the left panel, a feature rich (D2014-07-01 1332 & Sign Ouladmin
configuration page is available where users can manually configure settings that will D|Centrc1l O = 'Q'
be applied to all access points available in the network selected. On this page we can B sangar ot

Configuration System Monitor

now create a wireless network profile called SSID.

=] Headquarters & 0
Click the © button to add a new SSID. i : L6

SSID
VLAN

User Authenfication Modify Delete

Bandwidth
Optimization
Captive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Copyright ©2014 D-Link Corporation.
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Create SSID

After adding a new SSID, the following page will be available. In the Basic Settings
section, we can configure the following:

Parameter Description

(9 2016-04-22 15:11 & Sign Out/admin

. . . Central = =
Band Select the wireless frequency band that will be used for this D\ WifiManager ﬁa_‘ 'O' = 0
network here. Options to choose from are 2.4G and 5G. ST System B
. . . Cor 1= Site=HQ=
Index Select the SSID index that will be used fore this network " Ho . IS
here. Options to choose from are Primary and SSID1 to £ Neork & ~Wireless seling
SSID7. ssib Band 246[v]
. K K b Index
SSID Enter the wireless network name for this network here. This sanct . [ cramderset
. . . optmization
is name is also called the SSID of the wireless network. o opmiaton | 5510 roacess!
. . s WM (Wi-Fi Multimedia)
SSID Broadcast ﬁelect to Enable or Disable the wireless SSID visibility i:iiu;:mg Securty
ere. - WPA settings
Performance
WMM (Wi-Fi Select to Enable or Disable the Wi-Fi multimedia features WLAN Pation | E7CPAON fr e
Mu Itimedia) here Wireless resource Key ype Key index
: - - - - - SSL Ceriication | 17 YAle | |
Security Select the wireless security that will be used by this wireless Uploading
. i il
network here. Options to choose from are Open System, o G 0SS o R
Shared Key, WPA-Personal, WPA-Enterprise, WPA2- [ Voo o wddress st | | Browse |
Personal, WPA2-Enterprise, WPA-Auto-Personal, and The max number of MAC address is 512 512 let
WPA-Auto-Enterprise. ho_ pwcassess  oeee | |
In the following sections we’ll discuss the wireless security options that are available
to networks managed by this application.
Authentication type:

Copyright©2016 D-Link Corporation.
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After selecting the WEP Open System option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Create SSID

= Basic Settings

- Wireless Settings

Encryption Select this option to Enable or Disable the WEP Open Band
System encryption method for this network. Index [Primary[+]
Key Size Select the WEP key size here. Options to choose from are i [
64 Bits, 128 Bits, and 256 Bits. DD
WMM (Wi-Fi Multimedia) _-na e | v
Key Type Select the WEP key type here. Options to choose from are e s
HEX and ASCII. “Key Sefiings
Key Index Select which key in the index of four will be used for this Encryption Key Size GIBIE
network. Options to choose from are First, Second, Third, Key Type HEX Key Index
and Fourth. Key Value | |
Key Value Enter the open system WEP encryption key here, based on

the selections made.

After selecting the WEP Shared Key option as the wireless security method, the
following parameters are available for configuration:

Parameter

Description

= Basic Settings

- Wirel Settings

Encryption Select this option to Enable or Disable the WEP Shared Band 246[v]
Key encryption method for this network. Index Primary| ]
Key Size Select the WEP key size here. Options to choose from are > [ ]
64 Bits, 128 Bits, and 256 Bits. S5 VDAY Enaiie
. WMM (Wi-Fi Multimedia)
Key Type Select the WEP key type here. Options to choose from are L e
HEX and ASCII. e
Key Index Select which key in the index of four will be used for this Encryption Key Size &4 Bils
network. Options to choose from are First, Second, Third, Key Type HEX Key Index
and Fourth. Key Value | |
Key Value Enter the open system WEP encryption key here, based on

the selections made.

Page 30



Central WifiManager Configuration

Create SSID
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After selecting the WPA-Personal option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Wireless settings

Cipher Type Select the WPA cipher type here. Options to choose from Band [246]3]
are Auto, AES, and TKIP. Index [ssD1 [+]
Group Key Update  Enter the WPA group key update interval value here. By S5 L ]
Interval default, this value is 3600. e [Enable [=]
WMM (Wi-Fi Multimedia) iEnabIe

Pass Phrase

Enter the secret pass phrase used here.

After selecting the WPA-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Security

| wPA-Personal

WPA settings
Encryption type

Passphrase
RADIUS server

RADIUS secret

!Auto Group key update interval !3500

Port |1;1,-12

Parameter Description e
- Wireless settings
Cipher Type Select the WPA cipher type here. Options to choose from Band 24c[=]
are Auto, AES, and TKIP. Index 3SiD1
Group Key Update  Enter the WPA group key update interval value here. By ssib e
Interval default, this value is 3600. SSID broadeast [Enable [=]
RADIUS Server Enter the RADIUS server’s IP address here. :e'l:r:m RS
Port Enter the RADIUS server’s port number used here. By ——
default, this port number is 1812. Encryption type [Auto [+] Group key update interval }@i
RADIUS Secret Enter the RADIUS secret pass phrase used here. Passphrase |
RADIUS server | | Pothez |
RADIUS secret | |
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After selecting the WPA2-Personal option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Cipher Type Select the WPA2 cipher type here. Options to choose from
are Auto, AES, and TKIP.

Group Key Update  Enter the WPA2 group key update interval value here. By
Interval default, this value is 3600.

Pass Phrase Enter the secret pass phrase used here.

After selecting the WPA2-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Cipher Type Select the WPA2 cipher type here. Options to choose from
are Auto, AES, and TKIP.

Group Key Update  Enter the WPA2 group key update interval value here. By

Interval default, this value is 3600.

RADIUS Server Enter the RADIUS server’s IP address here.

Port Enter the RADIUS server’s port number used here. By
default, this port number is 1812.

RADIUS Secret Enter the RADIUS secret pass phrase used here.

Create SSID

Wireless seftings
Band

Index

551D

55ID broadcast

WMM (Wi-Fi Multimedia)
Security

[5.

240G

[ssiD1 [=]

|

Enable :

WPA2-Personal

WPA settings
Encryption type
Passphrase

RADIUS server

RADIUS secret

Group key update interval 3500 |

|

| Port |-=:.17_

Wireless settings

Band @—B

Index @B

8D [ ]

SSID broadcast [Enable [+]

WMM (Wi-Fi Multimedia)  [Enable [+]

WPA settings

Encryption type @E Group key update interval 3500 J
Passphrase |

RADIUS server | | otz |
RADIUS secret | |
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After selecting the WPA-Auto-Personal option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Cipher Type Select the WPA/WPA2 cipher type here. Options to choose
from are Auto, AES, and TKIP.

Enter the WPA/WPA2 group key update interval value here.
By default, this value is 3600.

Enter the secret pass phrase used here.

Group Key Update
Interval

Pass Phrase

After selecting the WPA-Auto-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Parameter
Cipher Type

Description

Select the WPA/WPAZ2 cipher type here. Options to choose
from are Auto, AES, and TKIP.

Enter the WPA/WPA2 group key update interval value here.

Group Key Update

Interval By default, this value is 3600.

RADIUS Server Enter the RADIUS server’s IP address here.

Port Enter the RADIUS server’s port number used here. By
default, this port number is 1812.

RADIUS Secret Enter the RADIUS secret pass phrase used here.

Create SSID

= Basic seftings

Wireless settings

Band [246[+]
Index 88ID1 [=]
381D

S8ID broadcast __E_nas_l_e__IZ[
WM (Wi-Fi Multimedia) _E'na:Ie E[

Security WPA-Auto-Personal B

WPA settings

Encryption type '_ﬁ.uto E| Group key update interval 3600
Passphrase
RADIUS semver [ | Port

RADIUS secret

[ Wireless settings
Band [246][+]
Index ssID1 [=]
SS8ID
SSID broadcast Enadle [«]
WMM (Wi-Fi Multimedia)  [Enable
Security '."."F':L.-'.ﬁ.ut;:n'-E'nter_pr'i'se E[
WPA settings

Encryption type Auto ]ZI Group key update interval 23600
Passphrase
RADIUS server Port 1812

RADIUS secret
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In the Access Control section we can configure which network devices can have
access to the network or not by specifying the MAC of the accepted or rejected
devices. The following parameters can be configured.

Parameter Description

MAC Address Enter the MAC address of the networking device that will be
used for this configuration here.

Action Select the action that will be applied to the networking
device. Option to choose from are Disable, Accept and
Reject.

A list of configured entries will be displayed in the table.
Click the ™ icon to remove a specific entry.

In the User Authentication section we can configure the authentication method that
will be applied to all the wireless clients that connect to access point in this network.
The following parameters can be configured.

Parameter Description

Authentication Type Select the authentication type that will be applied to the
wireless clients in this network. Options to choose from are
Disable, Web Redirection Only, Username/password,
Remote RADIUS, LDAP, POP3 and Passcode. After
selecting Disable as the authentication type, this feature will
be disabled.

=

MAC address:

L

Authentication type:

| Disable

Create SSID

l:l Action: [ Disable[v]
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Create SSID

After selecting Web Redirection Only as the Authentication Type, we can configure the redirection website URL that will be applied to each wireless client in this network.

The following parameters can be configured.

Parameter Description

Authentication type:  |Web Redirection Only

IPIF Status Select to enable or disable the use of the IP interface here.

VLAN Group Enter the VLAN group name here.

Get IP From Select the IP address configuration setting here. Options
to choose from are Static IP (Manual) and Dynamic IP
(DHCP).

IP Address Enter the IP address of the IP interface here.

Subnet Mask Enter the subnet mask of the IP interface here.

Gateway Enter the gateway address of the IP interface here.

DNS Enter the preferred DNS address of the IP interface here.

Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After

selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

rIP Interface Seftings
IFIF Status

VLAN Group

GetIP From

IP address

Subnet mask
Gateway

DNS

Static IP(Manual)

r Web redirection |+

Website :

http:/ .
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Create SSID

After selecting Username/password as the Authentication Type, we can apply local authentication to each wireless client in this network. Local authentication means that
no external server is needed to help with the authentication process. Authentication is applied based on restricted subnets, username and password authentication based on
the accounts created here and the group that they belong to.

The following parameters can be configured.

Parameter Description L=

. . . . . Authentication Npe: Usernamefpassword hd
Session timeout Enter the session timeout value here. This value can be &

from 1 to 1440 minutes. By default, this value is 60 minutes. %2 meen e & b
IP Address Enter the IP address or network address that will be used T O GET A
in the IP filter rule here. For example, an IP address like B, T
192.168.70.66 or a network address like 192.168.70.0. This
IP address or network will be inaccessible to wireless clients
in this network. address Subnet mask
Subnet Mask Enter the subnet mask of the IP address or networks e S
address that will be filtered here. For example,
255.255.255.0.
Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.
The following parameters can be configured.
Parameter Description R Mciiines e
IPIF Status Select to enable or disable the use of the IP interface here. i Enable [V]
VLAN Grou
VLAN Group Enter the VLAN group name here. i : e
€ rom |Static IP(Manual) | v
Get IP from Select the IP address configuration setting here. Options —— :
to choose from are Static IP (Manual) and Dynamic IP S
(DHCP). i
ateway
IP Address Enter the IP address of the IP interface here. e
Subnet Mask Enter the subnet mask of the IP interface here.
Gateway Enter the gateway address of the IP interface here.
DNS Enter the preferred DNS address of the IP interface here.
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The following parameters can be configured.

Parameter Description

Username Enter the username that the wireless clients should use
here.

Password Enter the password that the wireless clients should use
here.

Click the Add button to add a new user account.
Click the Clear button to clear out the information entered in the fields.

Click the icon to modify an existing account.
Click the ™ icon to delete an existing user account.

The following parameters can be configured.

Parameter Description

Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Select the login style that will be used here.

Choose template

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the template link to delete the selected style.

Click the Download template link to download the style template.

Create SSID

User/password settings
Usemame

Password

EZE k=

useri

Web redirection
Website - it [~] |

Splash page customization

Choose template: [pages_default l” view | Uploz

Delete the template Download template

Page 37



D-Link Central WifiManager Software User Manual

Central WifiManager Configuration

In the following section we can configure what network devices are allowed to
connect to this network by specifying the MAC address of those network devices.

Parameter Description

Enable White List Select this option to enable the white list feature.

MAC Address Enter the MAC address of the networking device that will be
allowed to connect to this network here. Click Add to then
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

After selecting Remote RADIUS as the Authentication Type, we can configure
access points in this network to act as authenticator devices that will communicate
and relay authentication messages to an additional RADIUS server installed in the
network.

The following parameters can be configured.

Parameter Description

Session timeout Enter the session timeout value here. This value can be
from 1 to 1440 minutes. By default, this value is 60 minutes.
IP Address Enter the IP address or network address that will be used

in the IP filter rule here. For example, an IP address like
192.168.70.66 or a network address like 192.168.70.0. This
IP address or network will be inaccessible to wireless clients
in this network.

Subnet Mask Enter the subnet mask of the IP address or networks
address that will be filtered here. For example,
255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.

Enable white list [¥]
MAC address:

Upload white list file:

1 00:11:22:33:44:55

o

Authentication type:  |Remote RADIUS

Session timeout{1~1440):
IP filter settings

IP address

Subnet mask

G0

[_pad |

Create SSID

[ o]

Erowse...

V]

minute{s)

[ Upload [ Download |
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The following parameters can be configured.

Parameter Description

IPIF Status Select to enable or disable the use of the IP interface here.

VLAN Group Enter the VLAN group name here.

Get IP from Select the IP address configuration setting here. Options
to choose from are Static IP (Manual) and Dynamic IP
(DHCP).

IP Address Enter the IP address of the IP interface here.

Subnet Mask Enter the subnet mask of the IP interface here.

Gateway Enter the gateway address of the IP interface here.

DNS Enter the preferred DNS address of the IP interface here.

The following parameters can be configured.

Description
Enter the primary, secondary or third RADIUS server’s IP
address here.

Enter the primary, secondary or third RADIUS server’s port
number used here. By default this value is 1812.

Enter the primary, secondary or third RADIUS server secret
here.

Select the primary, secondary or third remote RADIUS
server type here. Options to choose from are SPAP and
MS-CHAPv2.

Parameter
RADIUS Server

RADIUS Port

RADIUS Secret

Remote RADIUS
type

Create SSID

IP Interface Settings
IPIF Status [Enable [v]
VLAN Group [
Get IP From [static IPManual)[v]
IP address [

Subnet mask

Gateway

DNS

~ Remote RADIUS settings

RADIUS server setfings
RADIUS server RADIUS port 11812
RADIUS secret '

Remote RADIUS type SPAP [+]
Secondary RADIUS Server Settings

RADIUS server RADIUS port 11812
RADIUS secret |
Remote RADIUS type SPAP [v]
Third RADIUS Server Settings

RADIUS server RADIUS port 1812
RADIUS secret '

Remote RADIUS type SPAP [v]

(1~65535)

(1~65539)

(1~65535)
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The following parameters can be configured.
Parameter Description
Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Choose template Select the login style that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the template link to delete the selected style.

Click the Download template link to download the style template.

In the following section we can configure what network devices are allowed to
connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description
Enable White List Select this option to enable the white list feature.
MAC Address Enter the MAC address of the networking device that will be

allowed to connect to this network here. Click Add to then
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

Web redirection [
Website : b l[

Splash page customization

Create SSID

Chuosetemplate._bageg_uefaun l‘ | Preview H Iploz

Enable white list
MAC address:

Upload white list file:

1 00:11:22:33:44:55

Browse...

Delete the template Download template
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Create SSID

After selecting LDAP as the Authentication Type, we can configure access points to use an additional LDAP server to handle user authentication in this network.

The following parameters can be configured.

Parameter Description Ll

Session timeout Enter the session timeout value here. This value can be Auhentication type: - [LDAP v

from 1 to 1440 minutes. By default, this value is 60 minutes. = e €0 rinuets)
IP Address Enter the IP address or network address that will be used i

in the IP filter rule here. For example, an IP address like Sbnetmask

192.168.70.66 or a network address like 192.168.70.0. This [ had |

IP address or network will be inaccessible to wireless clients

in this network. net
Subnet Mask Enter the subnet mask of the IP address or networks e —

address that will be filtered here. For example,

255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.

The following parameters can be configured.

. . IP Interf: Setti
Parameter Description nterface Sattings

IPIF Status Select to enable or disable the use of the IP interface here. il Ensble [V]
VLAN Group Enter the VLAN group name here. Z:?:-ir;: e
Get IP from Select the IP address configuration setting here. Options s -
to choose from are Static IP (Manual) and Dynamic IP S
(DHCP). i
IP Address Enter the IP address of the IP interface here. B
Subnet Mask Enter the subnet mask of the IP interface here.
Gateway Enter the gateway address of the IP interface here.
DNS Enter the preferred DNS address of the IP interface here.
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The following parameters can be configured.

Parameter Description e
Server
Server Enter the LDAP server’s IP address here. bort
Port Enter the LDAP server’s port number used here. Authentication mode. [ simple[]
Authenticate Mode Select the authentication mode that will be used here. Usemame '
Options to choose from are Simple and TLS. Password |
Username Enter the administrator’s username here that will be able to Fase DN 7 ‘(Ou:'dcz)
access and search the LDAP database. PERIE B (exf\ni
Identity [] Auto copy
Password Enter the administrator’s password here that will be able to = =
access and search the LDAP database.
Base DN Enter the base domain name of the LDAP database here. For example, cn=users, dc=test, dc=com means that the wireless client is a member of

the group users in the domain test.com.
Account Attribute Enter the attribute for the account here. For example, cn is used for Windows Server.

Identity Enter the name of the administrator here. For example, cn=Administrator, cn=users, dc=test, dc=com means for Windows Server, if the
administrator is a member of wireless client, it is also a member of the group users in the domain test.com. Alternatively select the Auto Copy
option to automatically generate and insert the name of the administrator here based on the Base DN and Account Attribute strings entered.
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The following parameters can be configured.

Parameter Description
Web redirection Select this option to enable the website redirection feature.
Website Select whether to use either HTTP or HTTPS here. After

selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Choose template Select the login style that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the template link to delete the selected style.

Click the Download template link to download the style template.

In the following section we can configure what network devices are allowed to
connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description

Enable White List Select this option to enable the white list feature.

MAC Address Enter the MAC address of the networking device that will be
allowed to connect to this network here. Click Add to then
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

Web redirection
Website : nttp: [] |
Splash page customization

Choose templale: [pages_default

Enable white list
MAC address:

Upload white list file:

1 00:11:22:33:44:55

Create SSID

4] Preview

Browse. ..

Delete the template Download template
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After selecting POP3 as the Authentication Type, we can configure access points to use an additional POP3 server to handle user authentication in this network.

The following parameters can be configured.

Parameter Description s

Session timeout Enter the session timeout value here. This value can be Authenficaiontype: - [POPS o

from 1 to 1440 minutes. By default, this value is 60 minutes. ~ Seienimeadiso, 0 o)
IP Address Enter the IP address or network address that will be used P address

in the IP filter rule here. For example, an IP address like ST

192.168.70.66 or a network address like 192.168.70.0. This [ A |

IP address or network will be inaccessible to wireless clients

in this network. : -
Subnet Mask Enter the subnet mask of the IP address or networks sl S

address that will be filtered here. For example,

255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.

The following parameters can be configured.

Parameter Description IP Interface Settings

IPIF Status Select to enable or disable the use of the IP interface here. s pre B
VLAN Group Enter the VLAN group name here. ::T;i:: e
Get IP from Select the IP address configuration setting here. Options — -
to choose from are Static IP (Manual) and Dynamic IP et
(DHCP). i
IP Address Enter the IP address of the IP interface here. b
Subnet Mask Enter the subnet mask of the IP interface here.
Gateway Enter the gateway address of the IP interface here.
DNS Enter the preferred DNS address of the IP interface here.
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The following parameters can be configured.

Parameter Description
Server Enter the POP3 server’s IP address here.
Port Enter the POP3 server’s port number used here. By default

this port number is 110. For the SSL/TLS connection type
this value is 995 by default.

Select the POP3 connection type here. Options to choose
from are None and SSL/TLS.

Connection Type

The following parameters can be configured.
Parameter Description
Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Select the login style that will be used here.

Choose template

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the template link to delete the selected style.

Click the Download template link to download the style template.

Create SSID

(1~65535)

POP3 settings

Server

Port: 110
Connection type None il

‘Web redirection

Website -

https [v] |

rSplash page customization

Choose template:[pages_default T 1| Delete the template Download template

N
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In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description BRE

Enable White List  Select this option to enable the white list feature. MAG address =

MAC Address Enter the MAC address of the networking device that will be Upload o st e | sovse | TN
allowed to connect to this network here. Click Add to then G £
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

1 00:11:22:33:44:55

Click the ™ icon to delete an existing entry. Ea
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

After selecting Passcode as the Authentication Type, we can view and configure the following section.

The following parameters can be configured.

Parameter Description oL

Session timeout Enter the session timeout value here. This value can be e Passcok [v]

from 1 to 1440 minutes. By default, this value is 60 minutes. ~ rsenimo=i0. 60 rinute(e)
IP Address Enter the IP address or network address that will be used P address

in the IP filter rule here. For example, an IP address like T

192.168.70.66 or a network address like 192.168.70.0. This =

IP address or network will be inaccessible to wireless clients )

in this network. ddr :
Subnet Mask Enter the subnet mask of the IP address or networks i =

address that will be filtered here. For example,

255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.

Page 46



D-Link Central WifiManager Software User Manual

Central WifiManager Configuration

The following parameters can be configured.

Parameter Description

IPIF Status Select to enable or disable the use of the IP interface here.

VLAN Group Enter the VLAN group name here.

Get IP from Select the IP address configuration setting here. Options
to choose from are Static IP (Manual) and Dynamic IP
(DHCP).

IP Address Enter the IP address of the IP interface here.

Subnet Mask Enter the subnet mask of the IP interface here.

Gateway Enter the gateway address of the IP interface here.

DNS Enter the preferred DNS address of the IP interface here.

In this table configured front desk user accounts that have been assigned to this
network and have already generated a pass code from the Web login page, will be
displayed.

The following parameters can be configured.

Parameter Description

Web redirection Select this option to enable the website redirection feature.
Website Select whether to use either HTTP or HTTPS here. After

selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Choose template Select the login style that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the template link to delete the selected style.

Click the Download template link to download the style template.

Create SSID

IF Interface Settings

IPIF Status Enable [v]

VLAN Group

Get IP From |static IPManual}  [v]
IP address [

Subnet mask

Gateway

DNS

Passcode list

Web redirection

Website : hitp: [v]

Splash page customization

Choose template: [pages_default l” Preview | Uploac Delete the template Download template
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In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description Enable white list[¥]

Enable White List  Select this option to enable the white list feature. s | Add ]

MAC Address Enter the MAC address of the networking device that will be el rowse... | [N
allowed to connect to this network here. Click Add to then : et
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

1 00:11:22:33:44:55

Click the ™ icon to delete an existing entry. E
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

After selecting External Captive Portal as the Authentication Type, we can
configure the following settings.

Parameter Description Sl

Authentication type:  |External Captive portal ﬂ

Session timeout Enter the session timeout value here. This value can be
from 1 to 1440 minutes. By default, this value is 60 minutes. ~ Sesentmeeit-ise. o .
IP Address Enter the IP address or network address that will be used R ST UBE
in the IP filter rule here. For example, an IP address like it e
192.168.70.66 or a network address like 192.168.70.0. This o |

IP address or network will be inaccessible to wireless clients

in this network. idress ; :
192.168.70.254 255.255.255.0

Subnet Mask Enter the subnet mask of the IP address or networks
address that will be filtered here. For example,
255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the ™ icon to delete an existing rule.
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The following parameters can be configured.

Parameter Description

IP Interface Settings

IPIF Status Select to enable or disable the use of the IP interface here. ik proe B
VLAN Group Enter the VLAN group name here. ::T::: e
Get IP from Select the IP address configuration setting here. Options A :
to choose from are Static IP (Manual) and Dynamic IP el
(DHCP). -
IP Address Enter the IP address of the IP interface here. S
Subnet Mask Enter the subnet mask of the IP interface here.
Gateway Enter the gateway address of the IP interface here.
DNS Enter the preferred DNS address of the IP interface here.

The following parameters can be configured.

Parameter Description

External Captive After selecting either http:// or https://, enter the URL of the

Portal Server external captive portal server in the space provided.
Address

Web redirection Select this option to enable the website redirection feature.
Website Select whether to use either HTTP or HTTPS here. After

selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

External Captive Portal Server address: htl_p.ﬂ' l[
Web redirection

Website it [v] |

Create SSID
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In the following section we can configure what network devices are allowed to
connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description [ Enable white list ¥

Enable White List Select this option to enable the white list feature. MAC tikess:

MAC Address Enter the MAC address of the networking device that will be SERIEICEL I Mok
allowed to connect to this network here. Click Add to then 0. A adaress: [petete |
add this MAC address to the white list table. 1 22 A

Upload White List To upload a white list file, click Browse and navigate to the

File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

For more information about creating or configuring user accounts refer to “Create User Account” on page 82.
For more information about front desk user accounts refer to “Appendix A - Front Desk Staff & User Access” on page 114.

Page 50



D-Link Central WifiManager Software User Manual Central WifiManager Configuration

After creating a new SSID, it will be displayed in the table. In this example, we (D2014-07-01 13:49 & Sign Cutadmin

created an SSID called SR-WiFi. D|Centrol - g@ 0
WifiManager

Configuration System Monitor

Click the © button to add another new SSID. site te>t
Click the = icon to modify an existing SSID. A faghs o |
Click the @ icon to delete an existing SSID.

Room

Index 55D Security User Authenfication Modify Delete
SSID E. 3

Primary SR-WiFi 2.4GHz WPA-Personal Disable m

VLAM
Bandwidth
Optimization
Captive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Copyright ©2014 D-Link Corporation.
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After creating a network, additional options will be available in the left panel. These options include VLAN, Bandwidth Optimization, Captive Portal, RF Optimization,
Device settings, Uploading Configuration and Firmware Upgrade.

In the following sections, we'll discuss these additional settings in more detail.

Before the tabs, we can configure the following parameter.

Parameter Description

(920140701 13:51 & Sign Cutiadmin

Central =
VLAN Status Select to Enable or Disable the VLAN feature here. i BV — e o :
Configuration System Monitor
Site ion>Site=+ Room=VLAN
Click the Save button to accept the changes made. E HB:quaners S VNS @pee Qs [ save |
ssiD
VLAN VID | VLANName Untag VLAN Ports Tag VLAN Ports Edt | Delele
Bandwidth Mgmt LAN1,LANZ Primary(2.4G),SSID1(2.4G),SSI
Optimization D2(2 4G), 55ID3(2 4G), 55ID4(2 4G) SSID5(2 4G),
Captive porial 1 default SSID6(2 4G).8SID7(2.4G), Primary(56), 8S1D1(5 E (]
RF Optimization G),8SID2(5G),SSID3(56),SSID4(56), SSID5(5G),S
Device setling SID(56),SSIDT(5G)
Uploading
Configuration

Firmware Upgrade

Undefined AP

Copyright ©2014 D-Link Corporation.
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After clicking on VLAN in the left panel, the following page will be available. On this
page we can view, create and configure Virtual LANs (VLANSs) that will be managed
by the access point in this network. VID | VLANName Untag VLAN Ports Tag VLAN Ports Edt | Delete
Mgmt,LAN1,LAN2 Primary(2.4G),5SID1(2.4G),5SI
In the VLAN List tab, a list of created VLANs will be displayed. B AR i R » =
1 default S551D6(2.4G).5SIDT(2.4G). Primary(5G),551D1(5 m
G),5SID2(5G),SSID3(56),5SID4(5G),SSID5(5G),S
Click the Edit icon to modify an existing VLAN. SID6(5G).SSIDT(5G),
Click the Delete icon to remove an existing VLAN.
In the Port List tab, a list of ports will be displayed. These ports are all the ports that
are available on the access points in the network.
Port Mame Tag VID Untag VID PVID
In the columns next to the Port Name entries, the VLAN ID number of the VLAN that Bamt { L
the port belongs to will be displayed. The column location of the number will indicate . : :
if the port is a tagged member (Tag VID) or an untagged member (Untag VID) of the T 2 =
VLAN. In the last column the PVID number of that specific port will be displayed. Primary(5G) 1 1
55ID1(2.4G) 1 1
SSID2(2.4G) 1 1
55ID3(2.4G) 1 1
SSID4(2.4G) 1 1
SSID5(2 4G) 1 1
SSIDE(2.4G) 1 1
SSID7(2.4G) 1 1
SSID1(5G) 1 1
SSID2(5G) 1 1
35ID3(5G) 1 1
SSID4(5G) 1 1
SSID5(5G) 1 1
SSIDB(5G) 1 1
S5ID7(5G) 1 1
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VLAN

In the Add/Edit VLAN tab, we can create a new VLAN and assign the port membership to each port in that VLAN. After clicking the Modify icon in the VLAN List tab, we will

be re-directed to this tab to modify an existing VLAN.

The following parameters can be configured.

Parameter Description

VLAN ID (VID) Enter the VLAN’s ID here.

VLAN Name Enter the VLAN’s name here.

Port Select the port membership option for each port in this
column. Port in VLAN in this network can either be
untagged (Untag) members, tagged (Tag), or non-members
(Not Member).

Select All Which this button is clicked, all the ports in the table will be
changed to either be Untag, Tag or Not Member.

Mgmt This is the management port on access points.

LAN1 ~ LAN2 This is the LAN ports on access points. If the access point
has only one LAN port, it will be LAN1.

Primary This is the primary WLAN SSID on access points in this
network.

SSID1 ~ SSID7 This is the secondary WLAN SSIDs on access points in this
network.

Click the Save button to accept the changes made.

VLAN List § Port List JEMGISGANEELRE PVID Setfing

v s | ot [ o s

VLANID (VD) [ VAN Name [

Untag m ® ® ®
Tag En O O O
Not Member El @] O &
r2.4GHz
MSSID Port Select All | Primary 55101 5S5ID2 55ID3 55104 5S5ID5 S5ID6 SSID7
Untag [ Al | ® ® ® ® ® ® ® ®
Tag
Not Member [ Al | O O O @] % O O O
r5GHz
MSSID Port Select All | Primary 55ID1 55ID2 55ID3 55ID4 55ID5 55ID6 S5ID7
Untag [ Al | ® ® ® ® ® ® ® ®
Tag
Not Member [ An | O O @] @] @] O O @]
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In the PVID Setting tab, we can view and configure the Port VLAN Identifier (PVID) settings for access points and wireless client in this network.

The following parameters can be configured.

Parameter Description

PVID Auto Assign Select to Enable or Disable the PVID automatic assign PVID Aulo Assign Stalls @) Disable () Enable
Status status feature here. — Momt | LANI | LAN2
PVID Enter the PVID number in the spaces provided for the ‘ J

corresponding ports.

.. . MSSID Port Primary | SSIDA 55102 55ID3 55104 S55ID5 55ID6 SS5IDT
Mgmt This is the management port on access points. -_ ‘ ““J

LAN1 ~ LAN2 This is the LAN ports on access points. If the access point “5GHz

has only one LAN port, it will be LAN1. MSSID Port Primary smm‘ssmz ssme‘ssm‘ssm‘ssm‘sslm{
Primary This is the primary WLAN SSID on access points in this -_

network. |
SSID1 ~ SSID7 This is the secondary WLAN SSIDs on access points in this

network.

Click the Save button to accept the changes made.
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After clicking on Bandwidth Optimization in the left panel, the following page will be available. On this page we can view and configure the bandwidth settings for access
points in this network.

The following parameters can be configured.

Parameter Descri ption - (D2014-07-01 13:56 & Sign Outiadmin
Enable Bandwidth  Select to Enable or Disable the bandwidth optimization D T — e Lo (]
Optimization feature here. Configuration System Monitor
Downlink Enter the total downlink bandwidth speed for access points mquam = =
Bandwidth in this network here. This value is in Mbits/sec. @ Sorer. o SV e Oplimeaton 7
Uplink Bandwidth Enter the total uplink bandwidth speed for access points in L o :L: e
this network here. This value is in Mbits/sec. i - Add Bancwidth Optmizaton Rule
Rule Type Select the type of rule that will be create or modified here. LT T [Alocte average BW for eachsaton
Options to choose from are the following: e e | 5 itz [V
« Allocate average BW for each station: The AP will B
distribute average bandwidth for each client. Conigurgtan | DO Spess D e
+ Allocate maximum BW for each station: Specify o SR = pr [t ]
the maximum bandwidth for each connected client. S
Reserve certain bandwidth for future clients. :
- Allocate different BW for 11a/b/g/n station: The e i e L e
weight of 802.11b/g/n and 802.11a/n clients are
10%/20%/70% and 20%/80%. The AP will distribute
different bandwidth for 802.11a/b/g/n clients.
» Allocate specific BW for SSID: All clients share the
total bandwidth.
Band Select the wireless frequency band that will be used in this
rule here. Options to choose from are 2.4Ghz and 5GHz.
SSID Select which SSID will be used in this rule here. Options to

choose from are Primary SSID and SSID1 to SSID7

Downlink Speed Enter the downlink speed value that will be assigned to Copyright ©2014 D-Link Corporation.
either each station or to the specified SSID here. This value

can either be in Mbits/sec or Kbits/sec.

Uplink Speed Enter the uplink speed value that will be assigned to either
each station or to the specified SSID here. This value can
either be in Mbits/sec or Kbits/sec.

Click the Clear button to clear out all the information entered in the fields.
Click the Save button to accept the changes made.

Click the Add button to add the new rule to the list of Bandwidth Optimization Click the % icon to modify an existing rule.
Rules. Click the @ icon to delete an existing rule.
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After clicking on RF in the left panel, the following page will be available. On this page we can view and optimize the Radio Frequency (RF) used on the access points in this
network.

The following parameters can be configured.

Parameter Descri ption (D2014-07-01 13:59 & Sign Outiadmin

Enable Auto RF Select this option to enable the RF optimization feature. D|Cfuni'|:=ricn‘i|\onqger— @ OQ 'n' 0
Init Auto RF Click the Auto RF Optimize button to manually initiate the o o S S i

automatic RF optimization feature. The AP will automatically T e

select the best channel. 3 semer- @ e
Auto Init Select this option to run the RF optimization feature ssiD Puto In o

periodically based on the period entered. After the initiation o ';:;'::""”::‘ ‘”"”’5}

period has expired, the AP will automatically select the best e et e

channel. RF Optimization [ seve |
Auto Init Period After enabling the Auto Init option, enter the automatic Devics emiars

initiation period value in hours here. Contgurston

. . Firmware Upgrade

RSSI Threshold Select the RSSI threshold value for this network here. This

value is between 10% and 100% in increments of 10%.
The AP will adjust its channel or power when, after a scan,
it detected APs in the network with a lower RSSI than the
threshold specified.

RF Report Enter the frequency value, in seconds, at which an RF
Frequency report will be generated. The AP might adjust its channel or
power at the frequency specified.

Click the Save button to accept the changes made.

Copyright ©2014 D-Link Corporation.
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After clicking on Schedule in the left panel, the following page will be available. On this page we can view and configure the schedule that will be used in this network.

The following parameters can be configured.

(92016-04-22 15:16 & Sign Outiadmin

Parameter Description Contrai—
entra =
Wireless Schedule  Select to enable or disable the wireless schedule feature D| l.UlFlMcmoger 'a' 0
Configuratic System Monitor
here.
Site Configuration=Site=HQ>=Network=Schedule
Name Enter the name of the schedule rule here. E Ha . ~Wireless Schedule Seftings
Index Select the SSID that will be associated with this rule here. T e (Enctic [7]
Day(s) Select the active days for this schedule here. VLAN Hama L ]
: : : i
* All Week - Select this option enable this rule for the s o Rl
whole week. A L [ Day(s) OAllWesk @ Select Day(s)
» Select Day(s) - Select this option to enable this rule seedule Olsun Cwon C7ue Clwed Tt Cen Clsat
e . Device settin,
only on the specified day(s). Select the days on which ot ’ e n
this rule will be enabled. Options to choose from are o e S i
IS ru . p . WLAN Partition End time [ ][] thourminute, 24 hour time) [ overight
Sun, Mon, Tue, Wed, Thu, Fri, and Sat. Wireless fesource i |
. . . S5LC 1
All Day Select this option to enable this rule for the whole day. e
- " N - configuration Schedule Rule List
Start Time Enter the Start Time from when this rule will be enabled S e = < W =S =0 e N e
here if the All Day option is not selected. Enter the hours Undefined AP Weekdays  Primary SSID 2.4G SSID-WA1 Mon Tue Wed Thu Fri All Day(s)
y
and minutes of the day in the spaces provided.
End Time Enter the End Time until when this rule will be enabled here
if the All Day option is not selected. Enter the hours and
minutes of the day in the spaces provided
* Overnight - Select this option to specify that this rule
is meant to be enabled overnight.

Click the Edit icon to modify an existing rule.
Click the Delete icon to delete a specific rule.
Click the Save button to accept the changes made.

Copyright©2016 D-Link Corporation.
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Device Settings

After clicking on Device Settings in the left panel, the following page will be available. On this page we can view and configure the login and accessibility settings for access
points in this network. Additionally some advanced wireless settings can be configured on this page for both the 2.4Ghz and 5Ghz frequency bands.

The following parameters can be configured.

Parameter Description (D2016-04-2511.43 & Sign Ouvadmin

. g . . . - Central - = =
Username This field displays the username that is applied to all access D\ WifiManager @ Qa_‘ -t!- = 0
pOIntS |n thIS netWOrk Home Configuration System Monitor About
R R . Site Configuration=Site=HQ>=Network=Device sefting
Password Enter the password that will be applied to all access points BT = .
. . min
in this network here. B Network o . i ‘
. . .. 551D
Status Select this option to enable console port connectivity on all e Password | \
access points in the network. Bendwidth e :
- optimization  Console seftings
Console Protocol Select the console port protocol that will be used on all RF optimization | | S [(¥|Enable
access points in this network. Options to choose from are Scnedule e @R
Telnet and SSH BeRs g —
. R R R IR r Automatic Time Configuration
Time Out Select the active console session time out value here. WLAN Partton Enable NTP Server O
Options to choose from are 1 Min, 3 Mins, 5 Mins, 10 Witeless tesource || \1p, oryer —
MinS, 15 MinS, and Never i:l;::::cat\on Time Zone ‘.G".‘TH}S'E:IZ: Kuala Lumpur, Singapore
. . . Enable Daylight S
Enable NTP Server  Select this option to enable the Network Time Protocol b
(NTP) server feature. [[Coumy sefings
Select country
NTP server Enter the IP address or domaln name Of the NTP server {Ifthere are devices with device country sefting as United States, Japan, Korea or Israel in the group, set country will fail )
here External syslog server l:l (IP address/Domain name)
Time Zone Select the time zone that will be used here. Choose Band [246Hz]~] (Setings appiied on the DAP-2553 modle only )
Enable Daylight Select this option to enable daylight saving. Ea
Saving
Select country Select the country region of APs in this network here.
External syslog Enter the IP address or domain name of the external syslog
server server here.
Choose Band Select the wireless band of APs in this network here. ORI B I GOTROTROM)

Options to choose from are 2.4GHz and 5GHz.

Click the Save button to accept the changes made.
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Performance

After clicking on Performance in the left panel, the following page will be available. On this page we can view and configure more advanced wireless performance settings
that will be used in this Network.

In the 2.4GHz section, the following parameters can be configured.

- (D 2016-04-22 1530 & Sign Out/ad
Parameter Description - —

1 Central - =3
Wireless Select to turn On or Off the use of the 2.4GHz wireless D‘ WikiManager @ oy 'a' 0
band for this network. e Configurafion SR Menitor
" " " " " Site. Cor ion=Site=H Performance
Wireless Mode Select the wireless mode that will be used in this network B Ha o
here. Options to choose from are Mixed 802.11n, 802.11g B Network @ 2acn: S
and 802.11b, Mixed 802.11g and 802.11b, and 802.11n = B [
i 11n, 8 8
only e Wirsless Mode [mixed 802.11n, 802 11gand 802110 [v]
. R optimization Data rate [Best
Data Rate After selecting to use the Mixed 802.11g and 802.11b S | I—— i ‘
wireless mode, select the wireless data rate here. Zmuulen I, i ‘
. . evice settn
Beacon Interval Enter the beacon mtgrval vaIL_Je here. The range is from 40 - e [Disaie
to 500. By default, this value is 100. WLANPattion | pckmeou2dctz ds20n B s
DTIM Interval Enter the DTIM interval value here. The range is from 1 to ;'Cn“ Shor o [Disavie
. . ertification
15 By default, thIS Value |S 1 Uploading IGMP Snooping |D\sable
- . . . . . . configuration =
WMM (Wi-Fi Select to enable or disable the Wi-Fi Multimedia (WMM) | | Mo Rate (DG (ope)
Multlmedla) feature here. Multicast Bandwicth Control [Disabte
N R R Maximum Multicast Bandwidth |'IZ‘IZ ‘ kbps
ACK Timeout Enter the ACK timeout value here. The range is from 48 to
200 B d f |t th I . 48 HT20/40 Coexistence |Enable
US. y efau ! IS value IS us Transfer DHCP Offer to Unicast |D\sable
Short GI Select to enable or disable the short Gl feature here. TS R B ‘
IGMP Snooping Select to enable or disable the IGMP snooping feature here. Frapment length (256-2346) a4 \
Multicast Rate Select the multicast rate value here. Channet widln EETLIE
Multicast Select to enable or disable the multicast bandwidth control [ sare |

Bandwidth Control feature here.

Maximum Multicast After enabling the Multicast Bandwidth Control feature,

Bandwidth enter the maximum multicast bandwidth allowed here. By e
default, this value is 100 kbps.

HT20/40 Select to enable or disable the HT20/40 coexistence feature

Coexistence here.
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Performance

In the 2.4GHz section, the following parameters can be configured (continued).

Parameter Description

Transfer DHCP
Offer to Unicast

Select to enable or disable the feature that allows for the transfer of DHCP offers to unicast here.

RTS Length

Enter the RTS value here. The range is from 256 to 2346. By default, this value is 2346.

Fragment Length

Enter the fragment length value here. The range is from 256 to 2346. By default, this value is 2346.

Channel Width

Select the channel width that will be used by this network here. Options to choose from are 20 MHz and Auto 20/40 MHz.

In the 5GHz section, the following parameters can be configured.

Parameter
Wireless

Description

Select to turn On or Off the use of the 5GHz wireless band
for this network.

Wireless Mode

Select the wireless mode that will be used in this network

DCentroI — @
| WifiManager

Site

Home

L

Configuration

Configuration=Site=HO>=Metwork=Performance

S

System

(D2016-04-22 15:48 & Sign Outiadmin

= o

Monitor

E HQ ]
here. Options to choose from are Mixed 802.11n, 802.11a, B Nework @ 246Hz | | 56Hz
802.11a Only, 802.11n Only, and Mixed 802.11ac. S50 HRciess [
. . Vi Mixed 802.11
Data Rate After selecting to use the 802.11a Only wireless mode, ity e —— ™
1 optimization Data rate |E~39! [z!
select the wireless data rate here. e | - |
eacon interva -
Beacon Interval Enter the beacon interval value here. The range is from 40 el TR " |
to 500. By default, this value is 100. N i = -
erformance = 1able
DTIM Interval Enter the DTIM interval value here. The range is from 1 to WLAN Partiion. | Ack Time Out (5GHz, 25-200) e | ws)
15. By default, this value is 1. Vikslsee tozomcs &
N N y N N " " " SSL Certification Short Gl |D\same
WMM (Wi-Fi Select to enable or disable the Wi-Fi Multimedia (WMM) Uploading IGHE Snagpng [sabie
Multimedia) feature here. gy | MR [Disabie [ oanps)
ACK Timeout Enter the ACK timeout value here. The range is from 25 to | —
. . Maximum Multicast Bandwidth | 00 | kbps
200 ps. By default, this value is 48 ps.
. HT20/40 Coexistence |Ew93\:\e
Short Gl Select to enable or disable the short Gl feature here. T
IGMP Snooping Select to enable or disable the IGMP snooping feature here. RTS lengtn (256-2346) 35 |
Multicast Rate Select the multicast rate value here. Fiagment lengh (256-2346) s |
Multicast Select to enable or disable the multicast bandwidth control cramnenien luto 200z

Bandwidth Control

feature here.

Copyright©2016 D-Link Coerporation.
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Performance
In the 5GHz section, the following parameters can be configured (continued).

Parameter Description

Maximum Multicast After enabling the Multicast Bandwidth Control feature, enter the maximum multicast bandwidth allowed here. By default, this value is 100 kbps.
Bandwidth

HT20/40 Select to enable or disable the HT20/40 coexistence feature here.

Coexistence

Transfer DHCP Select to enable or disable the feature that allows for the transfer of DHCP offers to unicast here.

Offer to Unicast

RTS Length Enter the RTS value here. The range is from 256 to 2346. By default, this value is 2346.

Fragment Length Enter the fragment length value here. The range is from 256 to 2346. By default, this value is 2346.

Channel Width Select the channel width that will be used by this network here. Options to choose from are 20 MHz and Auto 20/40 MHz, and Auto 20/40/80 MHz.

Click the Save button to accept the changes made.
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WLAN Partition

After clicking on WLAN Partition in the left panel, the following page will be available. On this page we can view and configure the WLAN partition settings that will be used in
this network.

In the 2.4GHz section, the following parameters can be configured.

e (D 2016-04-22 16:00 & Sign Outfad
Parameter Description - .

. . . . o . D Central .a.
Link Integrity Select to enable or disable the wireless link integrity feature | WifiManager
System Monitor
here.
Site. Configuration=Site=HO=Network=WLAN Partition
Ethernet to WLAN Select to enable or disable Ethernet to WLAN access here. o Ha .
Access O Netwotk @ 24GHz ||| 56Hz
. . . . ssip [Disable]
Primary SSID Select to enable or disable membership of the primary SSID b i
. age . Ethernet to WLAN Access -na e |V
to this WLAN partition here. Select the Guest mode option Bancvicth
. . g optimization
to allow this SSID to have access to this WLAN partition as e, || creion Somentn
a guest e Primary SSID (@ Enable (O Disable () Guest mode
. chedule
. Multi-SSID 1 (@ Enable  (ODisable () Guest mode
. . . e Device setting
Multi-SSID 1 to 7 Sele_ct to enable_ or disable m_e_mbershlp of the specified orermne R k. [l [iBiatinole
multi-SSID to this WLAN partition here. Select the Guest AN — P PO ST
mode opho_q to allow this SSID to have access to this erflzsi;es:wme S R, SRS BCRTEE
WLAN partlt'on as a gueSt z:oa:n;ca\on Multi-SSID 5 (@ Enable (O Disable () Guest mode
. configuration Multi-SSID 6 @Enable  (ODisable () Guest mode
Click the Save button to accept the changes made. S - -
Multi-SSID 7 (® Enable () Disable () Guest mode

Copyright©2016 D-Link Corporation.
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WLAN Partition

In the 5GHz section, the following parameters can be configured.

Parameter Description

@ 2016-04-22 1638 x Sign Out/admin

: . , , — , D Central Fo
Link Integrity Select to enable or disable the wireless link integrity feature | WiEiManager =
here. System Manitor
N Site Cor ion=Site=HQ= WLAN Partition
Ethernet to WLAN Select to enable or disable Ethernet to WLAN access here. B z
Access B Nework  ® 24GHz | | 56Hz
H . . . 881D
Primary SSID Select to enable or disable membership of the primary SSID i i -
. " . Enable | v
to this WLAN partition here. Select the Guest mode option Bancwdh Eivematio WL sccses [Enale Y]
. . Y optimization
to allow this SSID to have access to this WLAN partition as - Ly || e SekeComen _ )
a gueSt e Primary SSID (@) Enable () Disable () Guest mode
N - N e T Multi-SSID 1 @Enable (O Disable () Guest mode
Multi-SSID 1 to 7 Sele_ct to enable_ or disable m_e_mbersh|p of the specified erormnee e S, Bl [l
multl-SSID to this WLAN partition here. Select the G_uest TR RS S, PR TR
mode opho_n to allow this SSID to have access to this Wiclesstesource |y o 4 i, G SeRR
WLAN partltlon as a guest. ij;:::zcamn Multi-S51D 5 @Enable  ()Disable () Guest mode
. coniiguration Multi-SSID 6 @Enable  (O)Disable () Guest mode
Click the Save button to accept the changes made. TR W _ i - -
Multi-SSID 7 (@) Enable (O Disable () Guest mode

Copyright®2016 D-Link Corporation.
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Wireless Resource

After clicking on Wireless Resource in the left panel, the following page will be available. On this page we can view and configure the WLAN resource settings that will be
used in this network.

In the 2.4GHz section, the following parameters can be configured.

- - @201 6-04-22 16:39 l Sign Out/admin
Parameter Description -
Central 0

ACL RSSI Select the ACL RSSI threshold percentage here. The range D\ WifiManager =
Threshold is from 10% to 100%, in increments of 10%. : S i
Site:

Aging Out Select this option to enable and select the aging out mode B Ho =

here. Options to choose from are RSSI and Data Rate. B Network  © ZacH: SRR
RSSI Threshold After selecting the RSSI mode, select the RSS! threshold .

percentage here. The range is from 10% to 100%, in gancwn A Ag‘"i“‘

increments of 10%. Ri e Ri;:lmd
Data Rate After selecting the Data Rate mode, select the data rate Seneduts Datarate

. . . . Device setting

connection limit here. The range is from 6 to 54 Mbps. oo e
Connection Limit Select this option to enable and configure the connection WLANPation | | ysor imi0-64) B

limit settings. ::ISZ:Z:::Q 11n Preferred
User Limit Enter the user connection limit here. The range is from 0 to Uploaaing Hemerk ttezton

64 users. By default, this value is 20. e e =
11n Preferred Select to enable or disable the preferred use of 802.11n

here.

Network Utilization  Select the network utilization percentage value here. The
range is from 0% to 100%, in increments of 20%. By default,
this value is 100%.

Click the Save button to accept the changes made.

Copyright©2016 D_Link Corporation.

Page 65



D-Link Central WifiManager Software User Manual Central WifiManager Configuration
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In the 5GHz section, the following parameters can be configured.

Parameter Description 92016-04-221650xswgnoun‘admm

ACL RSSI Select the ACL RSSI threshold percentage here. The range D\Cfur}';ﬂmoger_ ’@‘ = 0
Threshold is from 10% to 100%, in increments of 10%. System LI
Aging Out Select this option to enable and select the aging out mode Q = = e :
here. Options to choose from are RSSI and Data Rate. B Nework ® 246Hz || 50Hz
RSSI Threshold After selecting the RSSI mode, select the RSSI threshold fi'; e
percentage here. The range is from 10% to 100%, in Bandwith e
increments of 10%. gyt s me ]
- 2l RSS! threshold
Data Rate After selecting the Data Rate mode, select the data rate Schedule N
connection limit here. The range is from 6 to 54 Mbps. ET”“‘”“ S
Connection Limit Select this option to enable and configure the connection WLAN Partion User lini(0-64) B ]
limit settings. :S":'zzzl;:::':e 110 Prefeneo
User Limit Enter the user connection limit here. The range is from 0 to Uploading Ho Ml 100%
64 users. By default, this value is 20. :"nifv::"::me & TeTm—
11n Preferred Select to enable or disable the preferred use of 802.11n S )
here Band steering difierance(0-32)
Network Utilization  Select the network utilization percentage value here. The mm———
range is frgm 0% to 100%, in increments of 20%. By default, ==
this value is 100%.
Band Steering Select to enable and configure the wireless band steering

feature here.

Band Steering Age  Enter the wireless band steering age value here. The range
is from 0 to 600. By default, this value is 180.

Band Steering Enter the wireless band steering difference value here. The Copyright®2016 D.Link Corporation.
Difference range is from O to 32. By default, this value is 2.

Band Steering Enter the wireless band steering refuse number here. The

Refuse Number range is from O to 10. By default, this value is 3

Click the Save button to accept the changes made.
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SSL Certification

After clicking on SSL Certification in the left panel, the following page will be available. On this page we can view and configure the SSL certification settings that will be used
in this network.

In this section, the following parameters can be configured.

. 4. (D 2016-04-22 16:55 & Sign Out/ad
Parameter Description : —

Central p— =
Upload Certificate Click the Browse button to navigate to the SSL certificate D | WikiManager = 0
From File file, located on the local computer, that will be uploaded Configurafion S Manitor
here Site T 1=Site=H; L Certification
; B HQ L Update SSL Certification
Upload Key From Click the Browse button to navigate to the SSL key file, B Netwerk @
h . sSID Upload Certificate From File : | || Browse. ‘

File located on the local computer, that will be uploaded here.

V) Upload Key From File | || Browse.. ‘
. W g " . Bandwidth
Click the Upload button to initiate the file upload. After this, the Status, Result, and e

Progress will be displayed. e S
Schedule
Device setting peal
Performance o=
WLAN Partition
Wireless resource
SSL Certification
Uploading
configuration
Firmware upgrade

Copyright©2016 D-Link Corporation.
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Upload Configuration

After clicking on Uploading Configuration in the left panel, the following page will be available. On this page we can view and configure the configuration file upload schedule
or initiate the upload of the configuration file to all access points in this network manually.

D-Link Central WifiManager Software User Manual

In the Schedule Settings section, the following parameters can be configured.

Parameter Description

Run

Select this option to manually upload the configuration
file to all the access points in this network manually. Click
Complete to initiate the upload.

Specify Time

Select this option to configure the scheduled time for the
configuration upload to take place. Selecting this option will
initiate the configuration upload every weekday specified at
the time specified continuously.

Specify Date

Select this option to configure the scheduled date for the
configuration upload to take place. Selecting this option will
only initiate the configuration upload once on the date and
time specified.

Date

After selecting the Specify Date option, select the date at
which the upload will be initiated.

Time

After selecting the Specify Time or the Specify Date
option, select the time at which the upload will be initiated.

Day

After selecting the Specify Time option, select the day(s)
on which the upload will be initiated.

Click the Complete button to accept the changes made or to manually initiate the

upload.

In the Run Status section, the following parameters can be configured.

Parameter Description

Off/On

Toggle this option to On, to enable the scheduled

configuration upload configured. Toggle this option to Off to

disable the scheduled upload. To reconfigure the schedule
settings, this option must be turned off.

After the first upload, the Next Run Time field will display when the next upload will

take place. After every upload, the Result hyperlink will be made available for review.

Site

(D2014-07-01 14:02 & Sign Outiadmin

C — = =
D| lilr};iﬂonuger OQ ﬁ = 0

Configuration System Monitor

rver-Room=Uploading Configuration

[l Headguarters &

= Server- C
Room

SSID

VLAN
Bandwidth
Oplimization
Captive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

rSchedule Settings
@® Run
O Specify Time
O Specify Day
Date: 'ﬁ Time:::

Day: Mon Tue Wed Thu Fri Sat Sun

Run Status:
Offion: E3
Next Run Time:
Status

Result

Progress:

Copyright ©2014 D-Link Corporation.
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Firmware Upgrade

After clicking on Firmware Upgrade in the left panel, the following page will be available. On this page we can view and configure the firmware file upload schedule or initiate
the upload of the firmware file to all access points in this network manually.

In the Choose Firmware section, the following parameters can be configured.

Parameter Descri ption (D2014-07-01 14:04 & Sign Outiadmin

C [ - =
Firmware File For every access point in this network, we can specify the D| ﬁ;;r.-cﬂ.\mngm @‘ o.}.‘ -C!- : ﬁ
firmware file that will be uploaded either manually, or based CREE R S Monilor oyt
on the schedule configured. Click Browse to navigate to the mqum ) b ksl i
firmware file located on the computer. = gonee Current FW Fie
DAP-2330 101 A | rowse. |
In the Schedule Settings section, the following parameters can be configured. i[;
Parameter Description Optimization _
Run Select this option to manually upload the firmware file to all S ':":::'esam"gs
the specified access points in this network manually. Click i (e
Complete to initiate the upload. i) O Speciy Day
Specify Time Select this option to configure the scheduled time for the Fimvaro Ugrede _ | Oate: [T mmeor V[ v]- (] v]
. . . . . Day: Mon Tue Wed Thu Fri Sat Sun
firmware upload to take place. Selecting this option will
initiate the firmware upload every weekday specified at the
time specified continuously. [run St =
OfffOn:
Specify Date Select this option to configure the scheduled date for the Next Run Time:
firmware upload to take place. Selecting this option will taus
only initiate the firmware upload once on the date and time Result
specified. e
Date After selecting the Specify Date option, select the date at

which the upload will be initiated.

Time After selecting the Specify Time or the Specify Date
option, select the time at which the upload will be initiated.

Day After selecting the Specify Time option, select the day(s) '
on which the upload will be initiated. Copyright ©2014 D-Link Corporation.

Click the Complete button to accept the changes made or to manually initiate the
upload.
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Firmware Upgrade

In the Run Status section, the following parameters can be configured.

Parameter Descri ption (9 2014-07-01 14:05 & Sign Outiadmin

C s
Off/On Toggle this option to On, to enable the scheduled firmware D| [ﬁjr}:::ricf‘mc\nng@r 0
upload configured. Toggle this option to Off to disable the — SEED Monitor Bl
scheduled upload. To reconfigure the schedule settings, this o :

) [ Headquarters & - Choose Firmware
option must be turned off.

a gerverr @ Module Name Version HW Version Cument FW File Firmware File
s;,)" DAP-2330 10 A Browse.
After the first upload, the Next Run Time field will display when the next upload will -
take place. After every upload, the Result hyperlink will be made available for review. Bandwidh
Optimization
Captive portal r Seftings
RF Optimization Run
Device setting ® Specify Time
gploadlng_ Specify Day
Firmware Upgrade | Date: ILI Tlme'-:
Day. ¥IMon (@ Tue [ Wed [¥Thu [#Fri [¥0Sat [Sun
r Run Sialus
offfon: { On |
Next Run Time:  2014-7-01 18:00:00
Status Ready
Result
Progress:

Copyright ©2014 D-Link Corporation.
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Undefined AP

After clicking on Undefined AP in the left panel, the following page will be available. On this page we can view a list of access points that do not belong to a network
configured in any site.

To add an access point in this list to a network, select the check box next to the entry O 201501
and click the ™) icon on the top, right of this page. A list of available networks will D|Cen_tf_0' - @ 0@ o)
be displayed that can be selected for the move. e e — System Monior

_ Configuration=Undefined AP
D-Link_TW

Undefined AF list

D-Link_Us

Channel Last check-in IP address MAC address | Module name| Version

D-Link_EU
D-Link_JP =] 1 ] 00 11149 2014-08-27 17:24:24 10.10.10 247 78542EB07D30 DAP-2695 110
D-Link_KR
D-Link_IN
D-Link_AU
D-Link_CN
D-Link_SG
D-Link_RU
D-Link_LA
D-Link_ME
D-Link_HK
D-Link_TR
D-Link_CA
TED_LAB

TSD e

test Cl

Undefined AP

Copyright®2014 D-Link Corporation.
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On this page we can view and configure settings that are related to the system functionality of the Central WifiManager application.
After clicking on System in the top panel and Settings in the left panel, the following page will be displayed.
On this page there are five tabs with various settings that can be configured. They are General, Module, Database, Advance and SMTP.

In the General tab, we can view and configure the CWM login settings, the AP live
packet settings, the CWM connection settings, and update the SSL certification.

(92016-04-25 11:04 & Sign Outiadmin

C = : = =
D‘ SJniIEri;\\Aqnuger @\ OQ o 0

Home Configuration System Monitor About

Seitings System=Seltings

(e 10 Module | Database | SMTP | Payment

rLogin seftings
Save your login seftings -None
Maximum online users

il

AP live packet setting

Live packet interval time: (Seconds)

 Connection setting

Access address |192 168.70.19 | (Domain name / IP address)
Server must be restarted for changes in seftings to take effect.

Listening port |3ggg | Seivice port: |64768 ‘
Web access port m Apache server restart needed
rUpdate SSL Certification
Upload Certificate From File | | Browse.
Upload Key From File | H Browse...

Copyright©2016 D-Link Corporation.
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In the Login settings section, the following parameters can be configured.
Parameter

Description

Save your login
settings

In the Login Settings section, select this option to choose
whether the login session should be remembered or not.
After selecting the None option, the user will be prompt to
login every time a connection to the Web User Interface
(Web Ul) is made.

r Login settings

Save your login settings: ml[

Maximum online users: (100

Disable[v|

CAFTCHA

After selecting the 1 week option, the user session will be kept open for one week. During this time, the user will not be asked to login again after the

initial login was made except if the user manually logged out.

Maximum online

users 10. By default, this value is 5.

Enter the maximum amount of users that will be allowed to access the management interface at the same time. This value must be between 1 and

CAPTCHA Select to enable or disable the CAPTCHA feature here.

In the AP live packet settings section, the following parameters can be configured.

Parameter Description

Live packet interval Select the live packet interval time here. Options to choose
time from are Auto, 2, 5, 10, 20, and 30.

In the Connection settings section, the following parameters can be configured.
Parameter Description

Enter the Central WifiManager Server application’s IP
address here.

Access address

Listen port Enter the CWM server application’s listen port number here.
By default, this value is 8090.
Service port Enter the CWM server application’s service port number

here. By default, this value is 64768.

Enter the CWM web access port number here. By default,
this value 443.

Web access port

Click the Apply button the accept the changes made.

AP live packet settings

Live packet interval time: AL'IULI (Seconds)

Connection setting

Access address: 192.168.70.19 (Domain name / IP address)

Server must be restarted for changes in settings to take effect.

Listening port: 2000 Service port.  |64768

l:l Apache server restart needed

Web access port 443
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In the Update SSL Certification section, the following parameters can be configured.

Parameter Description pdate SEL Cerfeation

Upload Certificate Click the Browse button to navigate to the SSL certificate Upicad Couisce Erom s

From File file, stored on the local PC, that will be used in this upload. e
Click the Upload button to initiate the upload.

Upload Key From Click the Browse button to navigate to the SSL key file, | Restart Apache |

File stored on the local PC, that will be used in this upload.

Click the Upload button to initiate the upload

Click the Restart Apache button to restart the Apache server used to host the CWM.
Click the OK button to accept the changes made.

Browse.. I:I
Browse.. l:l
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In the Module tab, a list of access point modules will be displayed in the Module Name section. Every different model of access point that will be managed by the Central
WifiManager Server application, requires the administrator to install the executable module file for that specific access point’'s model name.

For example, on this page we have two kinds of access point modules installed, the (D2014-07-0116:59 & Sign Outiadrmin
DAP-2330 and the DAP-2660. This means that we can have multiple DAP-2330 and D|Centml — @ 7= 0 = 0
DAP-2660 access points installed on the network, but only required to install two B aanger S =

Configuration System Monitor

modules. One for each type of access point.

Setlings System=Settings

VT o .. ) )
NOTE: The module executable files for all the access points, supported in the e Tl oo | e | 5
application, can be downloaded from the D-Link website.  Online Checking for The Latest Version
Checking for the latest module and Firmware version
More information about the installed access point modules can be found in the
Module Information section.
Module Name Madule Information
To keep the installed modules and firmware versions for access points up to date, DAP-2330 AR | s
click on the Check Now button. DAP-2560 Modue Name:  DAP3330
CIICk the OK button tO accept the ChangeS made Description: AP Manager Module v1.01r08 (2014/06/24)
Product Version: 101
Online Check Version X Support Band: 24GHz
I T T e T
W
%, DAP-2330 A 1.01
DAP-2660 A 1.05

Copyright ©2014 D-Link Corporation.

After clicking on Check Now, the following page will be available. On this page the
application will check if the installed access point modules are up to date.
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After clicking on the Database tab, the following page will be available. On this page we can view and configure how this application backs up or restores the database
information and at what time intervals this should take place. In the Database tab, there are two sub-tab pages called General and Backup.

In the General sub-tab, the following parameters can be configured.

(D 2015-01-05 14:22 & Sign OutlJovi

3 C E— = =
D n e L+ i

Home Configuration System Maonitor About

Parameter Description

Enable auto backup Select this option to enable the automatic backup feature of
the application’s database.

Settings System=Settings

Auto backup Enter the automatic backup interval time, in days, here.

interval time By default, this value is 7 days. To remove the old
database backed up information after the new database
was successfully backed up, select the ‘Old data will be T ——————
deleted once the automatic backup process finishes’ N st SeTIANtn fave il deleied afer heeip 1 te

Enable auto backup
Auto backup interval nmeDagp’s

0Old data will be deleted once the automatic backup process ﬂmshesDDays
Data backup In this field the path to the backup directory will be displayed Data backup directory \SenverlARP_DATAND-Link

directory for reference.

option and enter the pending days value in the text box. By
default, this value is 7 days.

Click the OK button to accept the changes made.
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Central -
D‘ WifiManager @ 0

Configuration

In the Backup sub-tab, the following parameters can be configured.

(D2016-04-2511:50 & Sign Out/admin

g B3 0

System Monitor About

Parameter Description

Backup In this section we can manually backup the system data
to the computer accessing the Web interface. Options to
choose from are:

« Backup basic settings - Select this option to backup g

Q)

Seltings System=Settings

basic system settings.
° Backup Station information - Se|eCt thIS Optlon to You can backup system data as well as restore from a previously saved one here

r Backup

backup wireless station information.
» Backup all information - Select this option to backup N _
. . (®) Backup basic setting
a” the |nf0rmat|on OBackup station information
. ey ) i
Click Backup Now to initiate the manual backup. The SHps AN

Backup to local hard drive

backup file is a PostgreSQL file with the file extension of __
SQL ~ Restore
A . . N Choose backup file Br9w5e,,, Klimit to 500M)
Restore In this section we can manually navigate to a backed up file

and restore those settings to this application. Click Browse
and navigate to the previously backed up SQL file and then
click Restore Now to initiate the restore.

Click the OK button to accept the changes made.
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After clicking on the Advanced tab, the following page will be available. On this page we can view and configure advanced time settings for some features hosted by this
application.

The following parameters can be configured.

Parameter Description

@ 2015-01-05 17:19 & Sign OutJovi

: C — = =
Set timeout Enter the maximum time allowed for settings to be made in D| ﬁﬂ;{icﬂ,\mgm ’@‘ QH -0- 0
this application. This is the time from the click of a button jloe oo e Sonior kot
until the request was received by the server. By default, this St SRR
value is 5 seconds. B o o A
Reboot time Enter the time the Web application will wait after a reboot Configuration server setiings
request was send by the server to access points. By default, S I
: : Pot
this value is 50 seconds. —— e
Configuration Enter the time the Web application will wait after a FlEnable authentication
update time configuration file update was initiated to access points by s*“””a”“: ]
the server. By default, this value is 60 seconds. . |
Factory reset time Enter the time the Web application will wait after a factory “From sacens:
reset was initiated to access points by the server. By ;:Hrd” L 1
default, this value is 60 seconds. Reply name %
FW download time  Enter the time the Web application will allow for firmware Word it o ]
downloads initiated by the firmware update check feature. E-mailfest
. / E-mail address: [ !
By default, this value is 80 seconds.
FW flash time Enter the time the Web application will wait after a firmware
flash update was initiated by the server to access points. By
default, this value is 300 seconds.
Timing tolerance Enter the timing tolerance time value here. By default, this O]

time value is 5 seconds.

Click the OK button to accept the changes made.
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After clicking on the SMTP tab, the following page will be available. On this page we can view and configure the Simple Mail Transfer Protocol (SMTP) settings.

In the Configure Server Settings section, the following parameters can be
configured.

Parameter Description (D2014-07-01 17:03 R Sign Outradmin

@ [ — = =
Mail Server Enter the SMTP server’s IP address or domain name here. &r};ﬁﬂmg@r 0,}.‘ -Cl- — 0
Port Enter the SMTP server’s port number here. By default, this S e il e
value is 25.
Encryption If applicable, select the SMTP connection’s encryption

— Configure Server Settings

method here. Options available are SSL and TSL. Click
Connect to test if the mail server settings are correct.

Mail Server: | |

Part: ps |

Enable Select this option if the SMTP server requires authentication Encryption: Oss. (175t | connect]
authentication to successfully send emails. [ Enable Authentcation
Username After authentication was enabled, enter the SMTP user A | |
account’s username here. P | |
. . — Mail Setti
Password After authentication was enabled, enter the SMTP user ——
account’s password here. e

Reply Name:

|
|
Reply Address: |
|
f
L

In the Mail Settings section, the following parameters can be configured. o
ord Wrap:

Parameter Description :
— Mail Test

From address Enter the sender’s email address here so that the recipient Mailox Address: | | [ Teat
can recognize who is sending the email.
From name Enter the sender’s name here. =
Reply address Enter the recipient’s email address here.
Reply name Enter the recipient’s name here.

Word wrap Enter the word wrap value here. By default, this value is 80. -
Copyright ©2014 D-Link Corporation.

In the Mail Test section, the following parameters can be configured.

Parameter Description

Mailbox address To test if the recipient’s email address is active, enter the
recipient’s email address here and click Test.

Click the OK button to accept the changes made.
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After clicking on the Payment tab, the following page will be available. On this page we can view and configure PayPal payment settings used on the CWM.

The following parameters can be configured.

Parameter Description

(©2016-04-2511:56 & Sign Out/admin
PayPal Currency Select the currency code for the PayPal account here. D T f—— 24 = 0
Code ‘ WifiManager —

Configuration System Monitor About

Passcode Unit Price Enter the passcode unit price per minute here.

Seltings ‘System=Settings
PayPal API Enter the API username for the PayPal account here. LS
Username Payment setting:
PayPal API Enter the API password for the PayPal account here. PR
Password Passcode UnitPrice  [001 | iminute

- PayPal APl Usermame | |

PayPal API Enter the API signature for the PayPal account here. PayPal APl Password | l
Signatu re PayPal APl Signature | |

Click the OK button to accept the changes made.
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User Manager

After clicking on System in the top panel and User Manager in the left panel, the following page will be displayed. On this page we can view, create and configure user
accounts. There are five kinds of user accounts that can be created to access the Central WifiMlanager Server application.

In the User List section, a list of user accounts will be displayed. (D 20140709 17:04 &, Sion Outiadmin
Central o 3O o
f D| WiFiManager @ H
Click the © button to add a new user account. o SR N
Click the & icon to modify an existing user account. SELE SRETEE S
. 1 .. User Manager
Click the ™ icon to delete an existing user account.

All Users(2) | Root Admin(1} | Root User(0) | Local Admin(0} | Local User(0) | Front Desk Staff(1) |

User List [TJ il

Privilege CreateDate Resume
admin Root Admin 2012-08-03 03:34:46 default user E
L] front Front Desk Staff 2014-07-08 10:55'50 Em

2 total 1/1 Page
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Create User Account

After clicking the o icon, the following page will be available. On this page we can
configure the following parameters.

O 201501+ Sign Outladmin

Central - =
D‘ WifiManager 0 —

System Monitor

Parameter Description

Username Enter the username for the new user account here. This
name must be between 4 and 64 characters long.

'Seﬁﬂgs System=User manager

Password Enter the password for the new user account here. This T
password must be between 4 and 64 characters long.

Username ° * | |Maximum length: 64 characters

Privilege Select the privilege level that this user account will have.
Options to choose from are Root Admin, Root User, Local

Password : * | |

Admin, Local User, and Front Desk Staff. e (B =l

E-mail Enter the email address that will be associated with this e ' | ‘
user account here. Description

Description Enter a more detailed description for this user account here.

Click the OK button to create the user account.
Click the Reset button to clear the information entered in the fields of this form.
Click the Cancel button to discard the changes made and return to the main page.

Maximum length: 50 characters

OK Reset Cancel
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By Access Point

After clicking on Monitor in the top panel and Association in the left panel, the following page will be displayed. On this page we can view a report of all the access points
and wireless clients managed by this application. Three association reports can be generated By Access Point, By Wireless Station, and By Station Number.

On this page a report was generated By Access Point. This report can be refined by
selecting the Group (Site), from the first drop-down menu, and also then selecting the
network in the second drop-down menu.

Click the - = ) button to regenerate this report.

In the Access Point table the list of access points, managed by this application,
will be displayed. Information like the Module Name, MAC Address, Channel, IP
Address and HW Version is displayed for each access point.

In the Station Detail table the list of wireless clients, connected to the access points,
managed by this application, will be displayed. Information like Date/Time, MAC
Address, Alias, IP Address, SSID, Band, Authentication, RSSI and Power Save
Mode is displayed for each wireless client.

Click the | ®= ' button to export the contents displayed in these tables to the computer
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

D Central
| WifiManager

Report

i)

Home Configuration

5 L
ke
System

Monitor-Report=Association

2 sion Outadmin

Association
Security
Channel
Rogue AP
Syslog
Monitor manager
Monitor list
e
B Type
Standard
Private
B Condition

Condition
IManager

B Condition List

By access point

By wireless station By number of stations

Gruup‘ Site

El.»\l\ groups

Access point

DAP-2360
DAP-2690
DAP-3662
DAP-2695
DAP-2553
DAP-2660
DAP-2310

OOoOoQEOoOo o

Module name

MAC address
C4AB1D948E28
9CDE43290490
003662128400
002695128470
EC2280B61B78
7062B850D260
C4A81D91B110

Channel

IP address
192.168.0.203
192.168.0.206
192.168.0.208
192.168.0 205
192.168.0.207
192.168.0.201
192.168.0 204

Hardware version

7 total 1/1 Page

Station detail

Date time

MAC address

Alias

IP address

Band

Authentication | RSSI

Power

save mode|

Copyright©2014 D-Link Corporation.

Page 83



D-Link Central WifiManager Software User Manual Central WifiManager Configuration

By Wireless Station

On this page a report was generated By Wireless Station. This report can be refined 0 aomin
by selecting the date and time From and To, and then selecting the Type, either By D | Central ,@\ Qf‘ 'O'

MAC Address or By Alias, and also additionally entering Key Words in the text box B aaager — i oo o

prOVIded Report Monitor=Report=Association ) -

Click the - “* | button to regenerate this report. o
anne
Roque AP From [2015-01-05 |[18 ] To 20150105 [[18 ] Tvne By MAC address ] Keywords L Q | a1 J
In the table a list of wireless client connections, connected to the access points, Syslog : : ! Power save
. . . . . . . . Date time MAC address Alias IP address 881D Band Authentication RSS!
managed by this application, will be displayed. Information like Date/Time, MAC oo | mode
- - - Monitor manager 2015-01-05 18:35:16  ADBSB4E4D508 1921680100 WiFiManager50 5GHz  WPAZ2-Personal 84 OFF
Addre.ss, _Allas’ IP Address’_SSID’ B_and’ AUthentlcatlon’ RSSI and Power Save Monitor list 2015-01-05 18:35:16  20A2E424BBI5 192.168.0.120 WiFiManager50  5GHz ~ WPA2-Personal 73 OFF
Mode is dlsplayed for each wireless client. 2015-01-05 18:35:16  EOF5C602DB60 192168.0.101 WiFiManagers0  SGHz  WPA2-Personal 84 OFF
= Type 2015-01-05 18:35:18 001302696071 192.168.0.108  WiFiManagers0 ~ 5GHz ~ WPA2-Personal 92 OFF
2015-01-05 18:35:18  OOEEBD7C0589 192168.0.199 WiFiManagers0 ~ 5GHz  WPA2-Personal 70 OFF
Click the | I . button to export the contents dlsplayed in this table to the Computer j?"::m 2015-01-05 18:36:16  20A2E424BRI5 1921680120 WiFiManagers0  5GHz ~ WPA2-Personal 70 OFF
. . . . X i 2015-01-05 18:36:16 | A088B4EADS08 192.168.0.100 WiFilMlanagers0 ~ 5GHz ~ WPA2-Personal 84 OFF
accessing this interface. This export SUppOl’tS the f0”0W|ng file formats, TXT, PDF HliSuimon 2015-01-05 18:36:16  EOF5C602DB60 192168.0.101  WiFiManager50  5GHz ~ WPA2-Personal 76 OFF
and Excel. Condition 2015-01-05 18:36:18  OOEEBD7C0589 192168.0.199 WiFiManagers0 ~ 5GHz ~ WPA2-Personal 67 OFF
AT 2015-01-0518:36-18 001302696071 1921680109  WiFiMlanagers0  5GHz  WPA2-Personal 92 oFF

E Condition List

10 total 1/1 Page
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By Station Number

On this page a report was generated By Station Number. This report can be refined

by selecting the date and time From and To, and then selecting the Group Type D|Centrnl - @ OG5 'O'
(Site), in the first drop-down menu, and then selecting the network in the second Eanager i rﬁ e Wl
drop-down menu Report Monitor=Report=Association . -

Click the - “* | button to regenerate this report. .
Enere From [2015-01-05 [ 10[= {30 [=] To [201501-05 | 10 [= {35 [=]Group tive [site [=] [ groups =]
Rogue AP
In the table a list of access points will be displayed, by station number, if they have Sysiog | Q | |
active wireless client connections, connected to the access points, managed by _!
. . . . . - - . Moniti
this application. Information like Date/Time, IP Address and Station’s Number is B 201501.05 10:31.37 192.168.0.205 3
displayed for each station. 2016-01-05 10:32:37 192.168.0.205 3
B Type 2015-01-05 10:32:37 192.168.0.201 3
In the line graph, a graphical representation of the Station Number over time will be N 20150105 103337 192.168.0.205 3
. Private
d|3p|ayed per |P address. b 20150105 10:33:38 192.168.0.201 3
Condition 2015-01-05 10:34:33 192.168.0.201 3
. . . . Eapa0E 2015-01-05 10:34:37 192.168.0.205 3
Click the | & button to export the contents displayed in this table and chart to the B Conditon List

computer accessing this interface. This export supports the following file formats;
TXT, PDF and Excel.

0192168 0.205
[d192.168.0.201

Station Mumber

2015.01-05 10:30 37465
2015-01-05 10:31:37

2015-01-05 10:33 3745
2015.01-05 10:33:3845
2015-01-05 10:34. 374

2015
2015
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After clicking on Monitor in the top panel and Security in the left panel, the following page will be displayed. On this page we can view a report of the wireless security
configurations of all the access points managed by this application. Security reports are displayed by Chart or by List.

On this page a Chart report was generated displaying all the available security levels
on the access points managed by this application. This report can be refined by
selecting the Site, in the first drop-down menu, and then selecting the network in the

D Central . @ Q =
‘ WifiManager St

Home Configuration System Monitor
Second drop'dOWn menu. Report Monitor=Report=Security
Association
ok the [ - -
Click the - = | button to regenerate this report. e ’ .
channel < |ld
Rogue AP = = -
This report counts the available amount of SSIDs hosted by the access points in the systos
network and then evaluating which security level they are configured at and then [vonier | SHEUY I
. . . . . Manitor manager
presenting them graphically in this chart per security level. P .
& E— - i
. . . . 5 =121 l?\l’;’iﬂfl:wmf;— PSK + TKIP
Click the | & button to export the contents displayed in this chart to the computer " i B VP < A2 PG+ WP« AES Ao
. . . . N . Standard = = e
accessing this interface. This export supports the following file formats; TXT, PDF . | : N AR
Private g 0B WPA ~APA2 - EAP + THIP + AES Auto
and Excel E Condition i B ESPRACIRAZS EARAES
Condition
Manager = 7
El Condition List E sl
%
w 54
i
i
2
3l
N
i 1 2 3 4 5 5 7 B 9
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On this page a List report was generated displaying all the SSIDs hosted by the O 201501
access points managed by this application. This report can be refined by selecting the D|Centrol - @ -C!-

Group Type (Site), in the first drop-down menu, and then selecting the network in the WifiManager

second drop-down menu.

Configuration System Monitor

Report Monitor=Report=Security

Association

Click the - = button to regenerate this report. Seeuny |
Channel
Rogue AP
Information like SSID, Module Name, MAC Address, IP Address, Authentication, Sysiog ‘ e (|| el e | e | e | s || e [
- - - . . & version
Encryptlon’ Secu"ty Level! Band and HW Version is dlsplayed for each SSID. ¥ WiFiManag.. DAP-3662 003662128400 102.162.0.208 WPA2AUTO-Pe.. enabled auto 5GHz A
xnmtmlm?nager Goto CWM5  DAP-3662 003662128400 192.168.0.208  Open System disable auto 5GHz A
onitor hs
. . . . ¥ WiFimanag.. DAP-2553 [EC2280B61B78 192.168.0.207 WPA2-AUTO-Pe... disabled we 24GHz B1
CIICk the : III B bUtton to export the Contents dlsplayed in thls table to the Compl‘Iter GOto CW:ZAI DAP-2553 EC2280B61B78 1921680207  Open System enable aut: 24GHz B1
accessing this interface. This export supports the following file formats; TXT, PDF diliee  WiFimanag..  DAP-2600 OCDB43200490 1921680206 WPAZAUTO-Pe..  enabled auto 2462 B
d Excel Standard GOto CWM24 DAP-2690  9CDE43290490 192168.0.206  Open System enable auto 24GHz B
an ' Private ¥ WiFiManag.. DAP-2600 OCDE43290400 102.162.0.2068 WPA2AUTO-Pe.. enabled auto 5GHz B
= Condition Go to CWM5 DAP-2690 9CDB43290490 192.168.0.206 Open System enable auto 5GHz B
Condition ¥ WiFimanag.. DAP-2310 C4AB1D91B110 192.168.0.204 WPAZ2-AUTO-Pe.. disabled wep 2.4GHz B
Manager GOto CWM24 DAP-2310  C4A31D91B110 1921680204  Open System enable auto 2 4GHz B
&=l Condition List ¥ WiFimanag.. DAP-2660 7062B850D260 1921680201 WPA2-AUTO-Pe .  enabled auto 2 4GHz A
GOto CWM24 DAP-2660  7062BS50D260 1921680201  Open System enable auto 24GHz A
¥ WiFiManag. DAP-2660 7062B850D260 192168.0.201 WPA2AUTO-Pe .  enabled auto 5GHz A
GotoCWMS  DAP-2660  7062B850D260 192.162.0.201  Open System enable auto 5GHz A
¥ WiFimanag.. DAP-2695 002695128470 192.168.0.205 WPA2-AUTO-Pe.. enabled auto 24GHz A
GOto CWM24 DAP-2695 002695128470 192.168.0.205  Open System enable auto 24GHz A
¥ WiFiManag. DAP-2605 002605128470 1921680205 WPA2-AUTO-Pe .  enabled auto 5GHz A
Goto CWM5  DAP-2695 | 002685128470 1921680205  Open System enable auto 5GHz A
¥ WiFimanag.. DAP-2360 C4AS1D948E28 1921680203 WPA2AUTO-Pe . disabled wep 24GHz B
GOto CWM24 DAP-2360 C4A21D043E28 102.162.0.202  Open System enable auto 2.4GHz B
¥ WiFimanag.. DAP-3662 003662128400 102.162.0.208 WPA2AUTO-Pe.. enabled auto 2.4GHz A
GOto CWM24 DAP-3662 003662128400 192.168.0.208  Open System disable auto 24GHz A
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After clicking on Monitor in the top panel and Channel in the left panel, the following page will be displayed. On this page we can view a graphical chart report of the wireless
channel usage per frequency band.

This report can be refined by selecting the Group Type (Site), in the first drop-down

menu, and then selecting the network in the second drop-down menu. D Central @ ol o
‘ WifiManager
T Home Configuration System Monitor
Click the - = ) button to regenerate this report. Repor Monitor-Report-Channel
. . 2:2;:““ Group type| Site jIA\Igroups j L : L |1| ]
In the first chart report, we can view the channel number count for the 2.4GHz
irel f band Channel 2 4GHz channel usage
wireless frequency band. o - Shanne]
Syslog
In the second chart report, we can view the channel number count for the 5GHz i —
wireless frequency band. e £
Monitor list e
& CON—
Click the | ®= | button to export the contents displayed in these charts to the computer =™ 5 1
. . . . N . Standard T
accessing this interface. This export supports the following file formats; TXT, PDF e
and Excel E Condition e 7 = = i T g = = E o a o 5
Condition
Manager
E Condition List 5GHz channel usage
Channel

Channel Counts
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After clicking on Monitor in the top panel and Rogue AP in the left panel, the following page will be displayed. On this page we can view information about new, rogue, valid
and neighboring access points. The purpose of this page is to scan for access points in the network and then to classify them into categories.

In the New AP tab, we can view a list of new access points in the environment. (©2015-01-05 1422 & sig
Access points displayed here have been detected by access points in our network D |Centrol - . @ o= 0
and were classified as new access points. e aacgar ek :
Home Configuration System Monitor
; Report Monitor=Report-Rogue AP
Click the - © | button to scan for unclassified access points within the range of the fascemion | )
access points connected to our network. — (& ) ot |
Rogue AP
Click the | ®= | button to export the contents displayed in this table to the computer S
. . . . . . jonitor
accessing this interface. This export supports the following file formats; TXT, PDF = m—
and Excel Monitor list
= Type
Standard
Private
= Condition
Condition
Manager
[ Condition List
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After clicking the [ & | button, the following page will be available. On this page we .
- o . s . Central o

can initiate a scan for unclassified access points within the wireless range of access D| WiiManager '@‘ o

points connected to our network. Home Configuration System

Report-Rogue AP
Click the Detect button to initiate the scan. e BR% Deteat |

Security

Channel m Sort AP

Rogue AP

Monitor

Syslog
Monitor manager
Monitor list
= Type
Standard
Private
B Condition

Condition
Manager

B Condition List
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After clicking the Detect button, the following page will be available. On this page we 20150108 sign Outagmin
can select an access point, in our network, that will be used for the scan. D Central @
‘ WiFiManager
. . . Configuration System Monitor
After selecting an access point, click the OK button to start the scan. R -
Click the Cancel button to cancel the scan and return to the main page. Association
m Detecii

Security

Channel - =

ko Ak Select device

Syslog

[«J(>]

Monitor manager
psoes—Jaoons Joproros—Jicooess ]
S [ frosoress | prvorsin ||
© 192.168.0.205 DAP-2695  265.255.255.0 002695128470 A

© 192.168.0.201 DAP-2660 255.255.255.0 7062B850D260 A

B Type »
Standard @ 1921680203 DAP-2360 2552552550 C4AB1D948E28 B
Emics © 192.168.0.204 DAP-2310  255.255.255.0 C4A31D91B110 B
El Condition =
O 1921680206 DAP-2690 2552552550 9CDB43290490 B
Condition
Manager D 192.168.0.207 DAP-2553 2552552550 EC2280B61B78 B1

E Condition List ) 192.168.0.208 DAP-3662 2552552550 003662128400 A

Cancel
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After clicking the OK button and after the scan was completed, this page will be

available. On this page a list of unclassified access points within the wireless range of

the previously select access point in our network will be displayed.

To classify access points in this list, select the check box next to the entry, click the

fﬂ] button and select the classification category from the list. Options to choose
from are New, Rogue, Neighborhood and Valid.

To filter the display entries in the table to only display a certain category, select the
Type option from the drop-down menu. Filter display options are All, New, Rogue,
Neighborhood and Valid.

Click the OK button to classify the selected access points into the category selected.

Click the Cancel button to cancel the process and return to the main page.

| Central . @
| WifiManager

Maonilor

Report=Rogue AF
Association
e o
::':;F Sort AR
i o S e
CE— =2
Monitor manager
A ﬂ_m___l
_ O new C4AZ1DBAFFEC G Connected Home Center
O new 1 C4AS1D90CDR0 N WWiFimanager240 "
LELL O new 1 EC2280B861B78 N WiFimanager240
U CN::::E O new 1 C4A31DEACIOC G 024 B
Condition O new 6 9CDE43290430 N WiFimanager240
o ::::::1 et O new 6 FEESO3COCDAY e} macoffice
O new 5 BC1S8FD1443C 5 EEDemo
O new 6 6C198FC44310 [ 880neutrina24
O new 5 831FA135D608 G Airport Extreme
O new 8 4D1ETEA35360 G uFish-ACESU
O new 9 CCB255075069 G diink-545
O new 5 CBBE19T2FCCS N Apple Tonic
O new 10 CBBE1906CES3 N diink-CES3
O new 1 705282600764 G Todd-DIRSEEL ¥
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Rogue AP

In the Rogue AP tab, we can view a list of access points in the environment that have Q20150108
been detected by access points in our network and were classified as rogue access D Central @ o 3y 0
points | WifiManager -4
’ Home Configuration System Monitor
o Report Monitor=Report=Rogue AP
Click the I-:1 button to scan for unclassified access points within the range of the feeve &[]
access points connected to our network. Seeum (%% ] ]
Rogue AP
Click the | “= ' button to export the contents displayed in this table to the computer SYeod L i S
. .. . . i 1 D&FEE32385D8 N dlink-B5D8
accessing this interface. This export supports the following file formats; TXT, PDF F—— 5 R & T
and Excel. Mornitor list 1 001497033418 N DCHG_3418
= Type
Standard
Private
E Condition

Condition
Manager

= Condition List

Copyright©2014 D-Link Corporation.

Page 93



D-Link Central WifiManager Software User Manual Central WifiManager Configuration

Valid AP

In the Valid AP tab, we can view a list of access points in the environment that have

been detected by access points in our network and were classified as valid access D Central @ H$ =
points. ‘ WifiManager _ -4 _
Configuration System Monitor
; Report Monitor=Report=Rogue AP
Click the .ﬂ] button to scan for unclassified access points within the range of the v EIET
access points connected to our network. s (o ) ]
Rogue AP
Click the | “= ' button to export the contents displayed in this table to the computer e i L i
. . . . X 6 DOCAFE000010 G UFish-B80L
accessing this interface. This export supports the following file formats; TXT, PDF Jontor manager 5 R = e
and Excel. Mttt 9 FBEQ03C3A3D4 G 868newll
9 0004EDDTAEF4 G super0705
9 T8542EFDCEDS G
Htrpe 11 COADBBCFE3AC G Apple Wartini 868
Standard
Private
= Condition
Condition
Manager

E Condition List
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Neighbor AP

In the Neighbor AP tab, we can view a list of access points in the environment that
have been detected by access points in our network and were classified as neighbor D|Centrol - @ o ﬁ 0

access points. WifiManager ) :
Home Configuration System Monitor
o Report Monitor=Report=Rogue AP
Click the I-:1 button to scan for unclassified access points within the range of the feeve &[]
access points connected to our network. Seeum (%% ] ]
Rogue AP
Click the (] button to export the contents displayed in this table to the computer SYeod L i S
. .. . . . 3 COAOBBFBDEDO G ray868-24ghz
accessing this interface. This export supports the following file formats; TXT, PDF F—— = R g e
and Excel. Mornitor list 5 48FBBICAE494 G Play Ground
1 000326603640 N DAP2660_Security_24
1 FS8E903B4F1D0 G dlink-820LNG
ke 1 C4AB1DSAC108 B DAJAP2A
Saidard 1 78542E88FDAT G DIR-600_richard
Private 1 COADBBFBDDFO G Gin Tonic
= Condition 2 T062BBA3015C G myWiFi015A
Condition
Manager

= Condition List
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SyslLog

After clicking on Monitor in the top panel and SysLog in the left panel, the following page will be displayed. On this page we can view system log entries generated by events
that occurred on the network and events that occurred on the Central WifiMlanager Server application.

Click the | ®=  button to export the contents displayed in this table to the computer

. - . . . Central L=
accessing this interface. This export supports the following file formats; TXT, PDF D| WiEiM Nk o]
iIFiManager —
and Excel. Home Configuration System Monitor
Report Monitor=Report=Syslog
Association [—
Security L lll J
Channel Time stamp Bender Description
Homic e 0 5 2014-08-12 17:04:21 118.167.25.94 R s ; . ) T -
Sxlog [00:26:95:12:84:70] [Wireless] 5G:Association Success:STA
s 0 6 2014-08-12 17:14:26 118.167.25.94
IR fossaciosts
WMonitor manager [00:26:95:12:84:70] [Wireless] 5G:4-way handshake startST
0 6 2014-08-12 17:14.26 118.167.25.94
Monitor list Aal:88:bd:ed:d5:08
[00:26:95:12:84:70] [Wireless] 5G.4-way handshake succes
0 5 2014-08-12 17:14:26 118.167.25.94
5:5TA a0:88:b4:e4:d5:08
= Type
[00:26:95:12:84:70] [Wireless] 5G:Association Success:STA
Standard 0 6 2014-08-12 17:14:49 118.167.25.94
AQ:88:B4.E4:D5:08
et [00:26:95:12:84:70] [Wireless] 5G:4-way handshake startST
0 6 2014-08-12 17:14:49 118.167.25.94
= Condition A a0:88:b4:e4:d5:08
Condition [00:26:95:12:84 70] [Wireless] 5G 4-way handshake succes
et 0 B 2014-08-12 17:14:49 118.167.25.94
5:5TA a0:88:b4:e4:d5:08
B L [00:26:95:12:84:70] [Wireless] 5G:Association Success:STA
0 6 2014-08-12 17:32.05 36.225.38.82
84:7TA:88:6C:48:18
[00:26:95:12:84.70] [Wireless] 5G.Association Success STA
0 6 2014-08-12 17:36:33 362253883
84:7A88:6C 4818
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake start ST
0 6 2014-08-12 17.36:39 36.225.38.83
AB847a88:6c48:18
[00:26:95:12:84.70] [Wireless] 5G.Association Success STA
0 6 2014-08-12 17:36:39 36.225.38.83
84:7A:88:6C:48:18
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake start ST
0 6 2014-08-12 17:36:40 36.225.38.83
AB47aB886c48.18
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake start ST
0 6 2014-08-12 17:36:41 36.225.38.83
AB47aB8Ac48:18 -
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Monitor Manager

After clicking on Monitor in the top panel and Monitor Manager in the left panel, the following page will be displayed. On this page we can view, create and configure
monitoring watchdog entries to specifically monitor certain events that take place on certain devices.

On this page, a list of monitor manager watchdog entries are displayed.
D‘Centml - @ 0 =
H . LL'FM E ;
Click the © button to create a new monitor manager entry. T S System
Click the &' icon to modify an existing monitor manager entry. I ontor-Monitor-Moritor manager

Association

Click the I icon to delete an existing monitor manager entry. odliy

Channel

Modify Delste
Rogue AP E’

o
Syslog E E
Monitor manager
Monitor list
crPU
2630
E Type
Standard
Private
E Condition

Condition
Manager

B Condition List
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Create Profile

After clicking on the add L icon, the following page will be available. On this page we can create or configure a monitor manager watchdog entry.

In the Profile Settings section, the following parameters can be configured:

Parameter Description

Profile Name Enter the profile name here. This name will be used to

@ 2015-01-06 15:51 : Sign Out/admin

Central = =
D| ﬁJr}Fricn‘J\nnoger @ QH 0 = 0

identify the entry in the list. Home e System Monitor
. . . . . . Manitor=Monitor=New manitor
Device (IPv4 Click in the text box to view a list of access points t R
Address) associated with our network. Select an entry and click OK to Securiy FGHE Sl
add it to this field. i) Profilename: [ |
LR evice (IPv4 address). |
SNMP Version This field will display the SNMP version that will be used for R #
this entry. By default, the version is SNMPv2c. G b
Monitor manager . uolie
Public String Enter the public SNMP string name here. By default, this R ) Pot [ia1 ‘
string is public. E Tmeout fa ]
Port Enter the port number that the SNMP agent will use to B imenvaltme(s)[30 seconds =
receive request messages. By default, this value is UDP Private ,
pOI‘t number 161 . B Condition Manitor items
Condition 2
Timeout Enter the message timeout value here. By default, this value Wanager Nontortem|________ |
iS 30 El Condition List Data type E@
Channel name |:|
Interval Time(s) Enter the interval time value here. By default, this value is Unitsting [
30 seconds. Sale [ ]
Multiply ﬁi

In the Monitor Items section, the following parameters can be configured:

Parameter Description

Monitor Item Click in this text box to view a list of monitor items available
for selection. Select a monitor item from the list. Options
available for selection are TransmittedByte-2.4G,
ReceivedByte-2.4G, TransmittedByte-5G, ReceivedByte-
5G, and CPUUtilization.

Select the data type here. Options to choose from are
Absolute and Relative.

Submit Reset Cancel

Copyright©2014 D-Link Corporation.

Data Type
Click the Submit button to accept the changes made.

Click the Reset button to clear out the information entered in the fields above.
Click the Cancel button to discard the changes made and return to the main page.

Channel Name Enter the channel name here.

Unit String Enter the unit string here.
Scale Enter the scale value here.
Multiply Enter the multiply value here.
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Monitor List

After clicking on Monitor in the top panel and Monitor List in the left panel, the following page will be displayed. On this page we can view a graphical chart of the monitor
manager watchdog events create on the previous page. The list of created events will be displayed under the monitor list option in the left panel.

In this example, we created a monitor manager event called Access-Point-1. (20150105 an Outiadmin
Central . ,@\ Q = a
: . D | wifim Ok =
Click the E] button to run the monitor event. i Home T Syeiom Monitor
Click the [®] button to stop the monitor event. Honitr-Honitr-Hotor st
Association
Security E]El L |1| ]
Click the | 4 | button to export the contents displayed in this table to the computer Chanrel
accessing this interface. This export supports the following file format; PNG. FRLLETE belececEronle None StiusHeady
il IP Address
I*;1cnrntur ak
Monitor manager IEI
Monitor list
CPU
2690
B
E Type

Standard
Private
E Condition

Condition
Manager

Unit string

E Condition List
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Monitor List

After clicking the @ button, the monitor manager event will run and real-time updates

will be displayed in the chart. D ———m o

Configuration System Monitor

In this chart, we monitor the transmitted data of the 2.4GHz frequency band of the - BT
access point with the IP address of 192.168.70.50 at 30 second intervals using R

ecuril > Ill
SNMPv2c and the public string. inanntl D[E] ' -

Rogue AP Selected Profile:>CPU status:Running
Syslog

Click the | ®=  button to export this chart. This chart will be exported as an image file - Time
W|th the f||e format Of PNG Monitor manager

Monitor list 14

CPU

Click the | ®=  button to export the contents displayed in this table to the computer o
accessing this interface. This export supports the following file format; PNG. L

E Type

Standard 10
Private E
=]
E Condition

Condition
Manager

B Condition List

4
3524
4

24

7}

7.34:54

2014-11-03 17:40:24

2014-11-0317:38:24
2014-11-03 17:38:54
2014-11-03 1738
2014-11-03 17385

2014-11-0317:34:24
14-11-03 1
a1
2014-11-03 17:35:54
1411
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After clicking on Monitor in the top panel and Event > Type > Standard in the left panel, the following page will be displayed. On this page we can view standard event type
messages generated based on the Event & Notice Settings configuration. A standard event is an event that can occur on all devices managed by the Central WifiManager
Server application.

In the table, we can choose to display events based on the filtering criteria selected or we can choose to display all events generated.

To filter the events displayed in the table, the following parameters can be configured:

Parameter Description

(52015-01-05 168:04 R Sign Outladmin

. . . . Central - =
Date Select the starting date by clicking in the first text box L WiEiManoger ’@‘ a‘,}_‘ £ o
available and select the starting date from the option _ Configuration Sysiem e About
available. Do the same for the ending date selection in the I -t
Second text bOX ::::nun Date:2015-11-08 420150108 Ewent Iel.\el:éf_!-_ lvl-\lode 1P; Heyword: Q All
Event Level Select the event level from the drop-down list provided. :“5”-1
. agm - e
Options to choose from are all, critic, error, warning, and S:Ug 1
notice The sending pratocal entity has rein
’ Rbniot menages O 1 | ColdStat Standanitmp! Nofice | 20141220 183407  362544isy oo macamgtatieagenisc g
Node IP Enter the node’s |IP address here. e f 7 AT afguration nor entity mplementat
. . . . an may be ahered.
Keyword To display only entries that contain a certain keyword, enter et e
that keyword in this text box. Standard O 2 CodStat Stendamdtap Nofice  2014-12-28 183007 3622544187 :?Iﬁ'::dm:::::i:'::::‘gn:": [}
Private
=& an may be altered.
Click the 3] button to display only the entries based on the criteria entered. R The sending protocol antiy has rein
. . Condition : itialized,indicating that the agent's ¢ =
Click the @ button to display all standard events that have taken place. fohe CL S e i Rasd bonl ot | S A R RCH A R R e S S

F Condition List
an may be altered.
fest

—‘ The sending protocol entity has rein
Click the . * | button to create a new standard event and notice. O+ cocomn Smmdues News  US0L5tsm20  frasaranigs TESRIERGUettesentse g
Click the | == button to export the contents displayed in this table to the computer mm:,.m,::;:'::,:j_mm
accessing this interface. This export supports the following file formats; TXT, PDF

and Excel.

Click the big o ] button to remove all entries from the event table.

Click the small I button next to a specific entry to remove only that entry from the
event table.  records current page: 11
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After clicking the ' ¥ | button, the following page will be available. On this page, we can configure the standard SNMP event and notice settings that will be used to display
messages on the Standard page, when that type of event has occurred on the network. For a complete list of standard traps that are supported by this application, refer to
“Appendix B - Standard & Private Trap List” on page <7>.

In the Event tab, the following parameters can be configured:

Parameter Description
Central

Event To modify an existing standard trap, select it in this D| WliEiMoacger @ > 'O' = 0
section. After selecting an existing trap, its parameters will fion Conpgiraen Sl Monilor

@ 2015-01-06 16:31 z Sign Qut/admin

automatically be entered in the Event Settings section for

Report

Report=Event=Event & notice seftings

Association

modification. To create a new trap, do not select any event S

in this section.

Channel

SNMP Version

Select the SNMP version that will be used for this trap here.

Rogue AP

Syslog

Options to choose from are SNMPv1 and SNMPv2c. When anitor

modifying an existing trap, this field cannot be changed.

Wonitor manager

Event Name

Enter the event’s name here. This name will be used to
identify the event in the table mentioned before.

Wonitor list

B Type

Generic TRAP
Types

Select the generic trap that will be used for this new

trap here. Options to choose from are Coldstart(0),
WarmsStart(1), LinkDown(2), LinkUp(3),
AuthenticationFailure(4), EgpNeighborLoss(5), and
EnterpriseSpecific(6). When modifying an existing trap,

this field cannot be changed.

Standard
Private
El Condition

Condition
Manager

B Condition List

test

Status

Select to Enable or Disable this specific trap here.

oD

Enter the Object Identifier (OID) number for this trap here.
When modifying an existing trap, this field cannot be

changed.

Description

Enter the trap’s description here.

=

Event

Event settings

= StandardTrap
ColdStart
WarmsStart
LinkDown
LinkUp
AuthenticationFailure
EgpNeighborLoss
ColdStart(SNMPv2)
WarmStari(SNMPv2)
LinkDown{SNMPv2)
LinkUp(SNMPv2)
AuthenticationFailure(SNMPv2)
EgpMeighborLoss(SMNMPv2)
Enterprisespecific

= Private
DWP-2360bdeAuthentication
DWP-2360bstationDis assocNotify
DWP-2360bstationAssocNotify
DWP-2360bwlaniLinkDown

DWP-2360bweblogoutSuccessful

SNMP Version
Event name
Generic TRAP Types
Status

QID

Description

Level

[SNWP V1 [=
\

| ColdStart(0) :

© Disable © Enable

‘:CFtTcal :

-

TN EEEE e

ok | cancel |

Level Select the level for this trap here. Options to choose from
are Critical, Error, Warning, and Notice.

Copyright©2014 D-Link Corporation.

Click the New button create a new trap event.
Click the Save button to accept the changes made.
Click the Delete button to delete the selected trap.

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
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In the Notice tab, we can enable the notification feature when a standard trap event was generated for a specific warning level.

The following parameters can be configured:

Parameter Description

. . . ] Central -
Warning Level Select the warning level here. Options to choose from are D\ UiEMcacger @\ o 'a'
Critical, Error, Warning, and Notice. Home Configuration System

Report Report=Event=Event & notice seftings

(92015-01-06 16:40 R Sign Outiadmin

Send E-Mail After the warning level was selected, select this option to s—
enable the email notification feature for the selected warning securty e |
IeVel Channel Warning level —————— 1 E-mail nofification settings
Rogue AP (Critical [El send e-mail
Recipient Enter the recipient’s email address here. Sysiog Error Recipient [ |
Sender Enter the sender’s email address here. [ SEE | |
- - Monitor manager MNotice Subject | |
Subject Enter the subject for the message here. Honitor st
- Message type Event level Event date & time
Message Type Select the message type here. Options to choose from are g Denesstarge! Eent ke
Event Level, Event Date/Time, Device Target, and Event Standard e
Notice Private
; E Condition
Remark Enter the remark for this message here. Condton
IManager
E Condition List
test
Click the Apply button to accept the changes made.

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

Copyright©2014 D-Link Corporation.
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After clicking on Monitor in the top panel and Event > Type > Private in the left panel, the following page will be displayed. On this page we can view private event type
messages generated based on the Event & Notice Settings configuration. A private event is an event that can only occur on specific devices that are managed by the
Central WifiManager Server application. These events are product specific. For a complete list of private traps that are supported by this application, refer to “Appendix B -
Standard & Private Trap List” on page <7>.

In the table, we can choose to display events based on the filtering criteria selected or we can choose to display all events generated.

To filter the events displayed in the table, the following parameters can be configured:

Parameter Description

(D 2015-01-06 16:44 & Sign Outadmin

Date Select the starting date by clicking in the first text box D|C&r};ﬂ0noger - @‘ C’Q
available and select the starting date from the option Home Configurafion System Monitor
available. Do the same for the ending date selection in the sl i i -
second text box. zzsci::mn Date]2015-01-06 20150106 |Eventievel{All [ |Node IP] [keyword] \SW[H
Event Level Select the event level from the drop-down list provided. cnanne (B4 @
Options to choose from are all, critic, error, warning, and S [ e i o~ . 5
nOtlce B (1 DA:;::;::?M Private Critical 2014-12-16 16:46:32 220.137.35.35 D—J
Node IP Enter the node’s IP address here. el DAP-2860wianl =
Monitor list [z R Private Critical 2014-12-16 16:46:34 220.137.35.35 L1 |
Keyword To display only entries that contain a certain keyword, enter
that keyword in this text box. Rl
. e~ ] . . . . Private
Click the 3] button to display only the entries based on the criteria entered. Ecmm
Click the @ button to display all private events that have taken place. e
E Condition List
Click the . ** | button to create a new private event and notice. o=
Click the | ®=  button to export the contents displayed in this table to the computer
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.
Click the big o ] button to remove all entries from the event table.
Click the small ' button next to a specific entry to remove only that entry from the
event table 2 records current page: 11
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After clicking the ' B button, the following page will be available. On this page, we can configure the private SNMP event and notice settings that will be used to display
messages on the Private page, when that type of event has occurred on the network.

In the Event tab, the following parameters can be configured:

Parameter Description

Event To modify an existing private trap, select it in this section.

After selecting an existing trap, its parameters will

automatically be entered in the Event Settings section for
modification. To create a new trap, do not select any event

in this section.

D Central
| WiFiManager

Report

Report=Event=Event & notice setlings

Configuration

LS

System

G) 2015-01-06 16:51 x Sign Cut/admin

Association
Security

Channel

SNMP Version

Select the SNMP version that will be used for this trap here.

Rogue AP
Syslog

Options to choose from are SNMPv1 and SNMPv2c. When

modifying an existing trap, this field cannot be changed.

Maonitor manager

Enter the event’s name here. This name will be used to
identify the event in the table mentioned before.

Event Name

Monitor list

= Type

Generic TRAP
Types

Select the generic trap that will be used for this new

trap here. Options to choose from are Coldstart(0),
WarmsStart(1), LinkDown(2), LinkUp(3),
AuthenticationFailure(4), EgpNeighborLoss(5), and
EnterpriseSpecific(6). When modifying an existing trap,
this field cannot be changed.

Standard
Private
B Condition

Condition
Manager

B Condition List

test

Status Select to Enable or Disable this specific trap here.

oD
When modifying an existing trap, this field cannot be
changed.

Enter the Object Identifier (OID) number for this trap here.

Description Enter the trap’s description here.

Level Select the level for this trap here. Options to choose from

are Critical, Error, Warning, and Notice.

Click the New button create a new trap event.
Click the Save button to accept the changes made.
Click the Delete button to delete the selected trap.

Click the OK button to accept the changes made.

Click the Cancel button to discard the changes made and return to the main page.

Event

StandardTrap

= Private
DWP-2360bdeAuthentication
DWP-2360bstationDisassocMotify
DWP-2360bstationAs s ocNotify
DWP-2360bwlanifLinkDown
DWP-2360bwebLogoutSuccessful
DWP-2360bbcFlood
DWP-2360bdisassociateAttack
DWP-2360bdeauthenticateAttack
DWP-2360bwlanifLinklUp
DWP-2360bmemoaryPoor
DWP-2360bcpuLoadingFull
DWP-23680btelnetLoginFail
DWP-2360bwebNotify
DWP-2380bsshLoginFail
DAP-2695deAuthentication
DAP-2695dfsFindinChannel
DAP-2695stationDisassocNotify
DAP-2695stationAs sochofify

Event setlings

BMMP Version

Eventname

Generic TRAP Types | ColdStart(0) :

Status

| SNMP V1 :I

© Disable © Enable

oID |
Description
Level Critical :

Copyright©2014 D-Link Corporation.
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In the Notice tab, we can enable the notification feature when a private trap event was generated for a specific warning level.

The following parameters can be configured:

Parameter Description

(92015-01-06 17:10 & Sign Outiadmin

N . . Central 0 = o
Warning Level Select the warning level here. Options to choose from are D\ WifiManager b
Critical, Error, Warning, and Notice. o Conhgucaton gYelen
R . . . Report=Event=Event & notice setlings
Send E-Mail After the warning level was selected, select this option to S
enable the email notification feature for the selected warning Seculy e |
|eve| i Channel Warming level ——————  E-malil notification settings
Rogue AP Critical [ send e-mail
Recipient Enter the recipient’s email address here. sysiog Eror Recipient | |
Sender Enter the sender’s email address here. i — i | |
onitor manager Matice Subject | |
Subject Enter the subject for the message here. Honitor it
Message type Event level Evenl date & time
Message Type Select the message type here. Options to choose from are B - Eventnafice
Event Level, Event Date/Time, Device Target, and Event sandara S
Notice Private
: - = Condition
Remark Enter the remark for this message here. Conaition
Manager
B Condition List
test
Click the Apply button to accept the changes made.

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
[ o< || cancel |
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Condition Manager

After clicking on Monitor in the top panel and Event > Condition > Condition Manager in the left panel, the following page will be displayed. On this page we can view,
create and configure watch manager profiles.

Existing Condition Manager profiles are displayed in the table on this page.
D‘Cen.tr.ol O

Click the button to create a new Condition Manager profile. [aacger - -

Click the = icon to modify an existing Condition Manager profile. [T oo vent-Condition Manager

Click the [ icon to delete an existing Condition Manager profile. :wl

Channel NO.| Condition Name Creation date Creator Modify Delete

Rogue AP 1 test 2014-09-24 18:58:35 admin =] o
Syslog

Monitor manager
Monitor list
= Type
Standard
Private
= Condition

Condition
Manager

B Condition List

test
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Create Condition

After clicking the KN button, the following page will be available. On this page we can create a new condition manager profile.

The following parameters can be configured:

Parameter Description

(©2015-01-06 17:16 & Sign Out/admin

" . D Central = Q = Q
Name Enter the condition manager profile’s name here. | WifiManager hN2
. . . Hi Configurati Syst Monitor
Event List To add an event to the event list, click on the Add button. MWWWCMaﬂagerscrealewam iguration ystem
To remove an event from the event list, select it and click on s I
Mame Maximum number of characters allowed is 50
the Delete button. Securiy
. . . . . . Channel
Device List To add a device to the device list, click on the Add button. e e
To remove a device from the device list, select it and click Svsiog
on the Delete button.
Monitor manager
Monitor list
Click the OK button to accept the changes made. s
. . . ele
Click the Cancel button to discard the changes made and return to the main page. Standard
Private
= Condition
Condition

= Condition List

test
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Create Condition

After clicking the Add button next to the Event List parameter, the following window

will appear. Central =
D‘ WifiManager @ a“ Q

. . . . Home Configuration System Monitor
In the All Event section, all available trap events will be displayed. .. [Crrmre——
Association
. Mame Maximum number of characters allowed is 50
To use one or more of these events, select them and click on the >> button add them Securiy | |
to the Selected Event section. e T
. ogue
To remove one or more of the selected events from the Selected Events section, e
select them and click on the << button. Colastan z
Monitor manager E\{:Lgns\ln?nn
. . LinkU|
Click the OK button to accept the selections made. - QL"mﬁﬁl.c;é.mfa.w =
. : X . ven| gpMeighborLoss
Click the Cancel button to discard the selections made and return to the previous & Type st B EA
page Standard Il_inkDuwn(SNl'v;Pvz)
LinkUp(SNMPv2)
Private AuthenticationFailure(SNMPv2Z)
B Condtion ety
Condition DWP-2360bdeAuthentication
e DWP-23600alaionASS0eNOth [ ok |
[ Condition List DWP-2360bwlanifLinkDown

Copyright©2014 D-Link Corporation.
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Create Condition

After clicking the Add button next to the Device List parameter, the following window

will appear. Central ,@\ =
D‘ WifiManager a“ Q
. . . . . . Home Configuration System Monitor
In the All Device section, all available access points in the network, managed by this = ;
. ) . . Monitor=Event=Condition Manager =Create Waich
application, will be displayed. Association
Sy Mame ‘ | Maximum number of characters allowed is 50
To use one or more of these devices, select them and click on the >> button add ;";P Eveml
- . ogue
them to the Selected Devices section. Systog
To remove one or more of the selected devices from the Selected Devices section, 192.168.0.205
select them and click on the << button. Montor manager 192 1680203
Monitor list 192.168.0.204 E
10.10.10.247
. ) Device [ 192166.0.206
Click the OK button to accept the selections made. Eitye ez 680207 [ < |
Click the Cancel button to discard the selections made and return to the previous Stangard
a e Private
p g E Condition
Condition
T EN
[ Condition List
test

Copyright©2014 D-Link Corporation.
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Condition List

After creating watch manager profiles in the previous section, those profiles will be available for selection under the Condition List option in the left panel. In this example,
we created a Condition manager profile called WiFi-Link-Down that will generate events when an access point in this network’s wireless link goes down. After clicking on
Monitor in the top panel and Event > Condition > Condition List > WiFi-Link-Down in the left panel, the following page will be displayed. On this page we can view watch
list messages that were generated based on the watch manager profile’s settings.

To filter the messages displayed in this table, the following parameters can be
configured:

Parameter Description

(D2015-01-06 17:47 & Sign Outadmin

@ [ —— = =
Date Select the starting date by clicking in the first text box D o) Lo :
available and select the starting date from the option Ao Centotiaton S Monitor
available. Do the same for the ending date selection in the il ol —
second text box. zzsci::mn Date]2015-01-06 20150106  [Event level] All [=]moge ip] Jkeyword] \31@
Event Level Select the event level from the drop-down list provided. i | || B
Options to choose from are all, critic, error, warning, and S e P [ e e e P Descrpton et
notice.
Node IP Enter the node’s IP address here. e
Keyword To display only entries that contain a certain keyword, enter
that keyword in this text box. pites
[~ | Private
Click the 3] button to display only the entries based on the criteria entered. & Condtion
Click the *"| button to display all private events that have taken place. —

B Condition List
WiFi-Link-Down

Click the . ¥ | button to create a new event and notice.

Click the | ®=  button to export the contents displayed in this table to the computer
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

Click the big o ] button to remove all entries from the event table.

Click the small ' button next to a specific entry to remove only that entry from the
event table.

Copyright©2014 D-Link Corporation.
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Condition List

To create or configure standard SNMP event and notice settings, refer to “Standard” 2015-01-05 17:49 R Sign Outiadmin

on page 101.

To create or configure private SNMP event and notice settings, refer to “Private” on

page 104.

D Central @\
‘ WifiManager

Home

Report=Event=Event & notice settings

e

Configuration

System

Association
Channel Event Event seftings
R AP = StandardT i
s i SNMP Version SNMP V1 ﬂ
Syslog ColdStart
Monitor manager LinkDown Generic TRAP Types [ColdStari(0) n
Ionitor list LinkUp N .
— Status @ Disable © Enable
AuthenticationFailure
B Type EgpNeighborLoss oo |
Standard ColdStart(SNMPY2) Daseription
Private WarmStart(SNMPv2Z)
= Condition LinkDown{SNMPv2)
Condition LinkUp{SNMPv2)
Manager
AuthenticationFailure(SNMPv2)
B Condition List
EgpNeighborLoss(SNMPv2)
WiFi-Link-Down
Enterprisespecific
E Private
DWP-2360bdeAuthentication
DWP-2360bstationDisassocNotify Level [Crifical [«]
DWP-2360bstationAssocNotify
how
DWP-2360bwlanifLinkDown
DWP-2360bwebLogoutSuccessful &

Copyright©2014 D Link Corporation.
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After clicking on About in the top panel, the following page will be displayed. On this page we can view the version number and copyright notice of the Central WifiManager
Server application.

1 & Sion Outiadmin

- =
D|C€Unilt=ric!\‘il\qnmger . @ ‘:’Q 0 0

Home Cenfiguration System Monitor

Version 1.01 r0045
Copyright©2014 D-Link Corporation.
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Appendix A - Front Desk Staff & User Access

Front desk user accounts can be created to allow guests to use the wireless network for a limited amount of time. Normally, restricted wireless access is given to front desk
wireless users. In this section we’ll discuss how to create and use a front desk staff account and how generate guest pass codes.

To setup a front desk staff account, we need to enter the Central WifiManager (©2014-07-14 03:58 & Sgn Ovtadmin
Server application with an administrative account. Navigate to System, in the top Central o 30
menu, and User Manager, in the left menu. D| wifiManager - @ Fimm £+ - iy

Home Cenfiguration System Monitor

System=User Manager
Click the [ © | button, to create a new user account. Lol

All Users(1) | Root Admin(1} | Root User(0) | Local Admin(0} | Local User(0) | Front Desk Staff(0) |

User List [TJ I

Privilege CreateDate Resume

admin Root Admin 2012-08-03 03:34:46 default user Er

1 total 1/1 Page

After clicking the o | button, the following page will be available. The following - — — R
parameters can be configured: DI ﬁﬂ?ﬁ,\moger a&‘ * i (]

. . Configuratio Syst Monitor About
Parameter Description : St e
Seftings System=User manager

Username Enter the front desk staff account’s username here. User manager

Password Enter the front desk staff account’'s password here. L i axmum lengin: 64 characters
Privilege Select the Front Desk Staff option here. EE | \

E-mail Enter the front desk staff person’s email address here. Vi [Root admin [=]

Description Enter additional information about this account here. il [ |

Description :

Click the OK button to create the new account.
Click the Reset button to clear out the information entered in the fields.

Maximum length: 50 characters

oK Resst Cancel
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After successfully adding the front desk staff account, it will be displayed in the user
manager table.

In the next step we need configure our guest wireless network to use pass codes
for user authentication. Navigate to Configuration, in the top menu, and select your
network, in the left menu. In our example, the guest network is located within the
Server-Room network, at the Headquarters site.

In this example, the guest network’s SSID is called SR-Guest. To enable pass code

user authentication for this SSID, click the £ button in the SR-Guest entry to modify
the SSID.

(©2014-07-14 10:11 & Sign Outiadmin
D Central
| WifiManager

Setiings

Ve | O

Configuration System Monitor

System=User Manager

User Manager
All Users(2) | Root Admin(1) | Root User(0) | Local Admin(0) | Local User(0) | Front Desk Staff(1) |

User List 0 J i
UserName Privilege CreateDate Resume Action
admin Root Admin 2012-08-03 03:34:46 default user
Additional resume information placed -
L] front Front Desk Staff 2014-07-14 10:09:11 o 5’ m
ere
2 total 1/1 Page

D Central
| WiFiManager

Site

System Monitor

E Headquarters &

4

= Server- e
Room

SsID =
Primary SRAWIFi 24GHz WPA-Personal Remota Radius =] [i]
VLAN -
ssID1 SR-Guest 24GHz Open System Disable =4 (i}

Index 58D

Security

User Authenfication Modify Delete

Bandwidth
Optimization

Capfive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP
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After clicking the E button, the following page will be available. Here we can modify
the parameters of the SSID called SR-Guest.

In the User Authentication section, select Passcode as the Authentication Type
and click the Save button to accept the changes made.

After successfully modifying the SSID to use pass codes for user authentication, the

User Authentication entry column should display Passcode for the SR-Guest entry.

(D 2014-07-1410:19 & Sign Cutiadmin

] o &

Configuration System Monitor

D Central
| WiFiManager

Site

[ Headquarters &

Basic Settings
Access Conirol
= User Authentication

B Server- L
Room

SsID

VLAN Authentication Type: Each Configuration Only Allow One SSID to Use Passcode For Authentication

r Pass Code List

Oplimization
Captive portal

RF Optimization
Device setling
Uploading
Configuration
Firmware Upgrade

Undefined AP

Duration | Device Limit

Duration Remaining

White List

R -

Configuration System

D Central
| WiFiManager

Site

[E1 Headquarters @
= Seiver- e
Fsoun, Index SS8iD Band Security Access Control User Authenfication Modify Delete
SSiD 3
Primary SR-WiFi 2 4GHz WPA-Personal Remote Radius E‘ m
VLAN =
SSID1 SR-Guest 2 4GHz Open System Passcode E‘ m
Bandwidth
Optimization
Captive portal
RF Optimization
Device setling
Uploading
Configuration
Firmware Upgrade

Undefined AP
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Access points in the network, will not know about these new changes until the
configuration of the relevant access points have been updated. To manually update
the configuration of the relevant access points, navigate to Configuration, in the top
menu, and your network link in the left menu. The network in this example is Server-
Room.

Select the Upload Configuration option in the left menu. In the Schedule Settings
section, select the Run option and click the Complete button.

The configuration will now be uploaded to the relevant access points as displayed in
the Run Status section.

Dc tral
| WifiMa

Site
=] Headquarters &

B Server- e
Room

SSID

VLAM
Bandwidth
Optimization
Captive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP

D Central .
| WiFiManager

oS

Configuration System

nager

(©2014-07-14 11:35 & Sign Outiadmin

Monitor

- Schedule Setlings

(@) Run
() Specify Time
() Specify Day

Tme &) {5

Day: [«/Mon [ Tue [/Wed |« Thu [+]Fri Sat Sun

i Run Status

Offfon: Ed

Next Run Time:  N/A
Status: Complete
Result

Progress.

R -

(©2014-07-14 11:36 & Sign Outiadmin

= 0

Configuration System Monitor About
Site Ci ion=Site=F
(] Headquarters &  Schedule Seftings
B Sewver- & ® Run
Room
381D Specify Time
VLAN Specify Day
sanow Tme 9] 9]
Captive portal Day- Mon Tue Wed Thu Fri Sat Sun
RF Optimization
Device setling S
Uploading
Configuration OfffOn- m
Fimware Upgrade | gyt pun Time:  NIA
Status: Running
Result Update multi config 3/3

i —
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After the configuration file was uploaded to the access points, the Status option in
the Run Status section should show Complete.

Next we need to add the new front desk staff user account to the site’s network
member list. Navigate to the Configuration, in the top menu, and select the relevant
site in the left menu. In this example our site’s name is Headquarters.

All networks will be displayed in the Network List table. In this example, our network
is called Server-Room. Click the & button next to the entry, to modify this network.

(©2014-07-14 11:40 & Sign Outiadmin

Central =
D| WifiManager QH O

Configuration System Monitor

Site
[ Headquarters & r Schedule Setlings
B Server- e 0
Room @®Run
SsID () Specify Time
VLAN O Specify Day
Bandwidth Time: 11 [w]:
Optimization .
Capive portal Day: Mon Tue Wed Thu Fri Sat Sun
RF Optimization
Device setting
i Run Status
Uploading
Configuration Offfon: m
Fimuare Upgrade | yoyq gun Time:  NIA
LSS Status: Complete
Result Success(Click to View Result
Progress.

(O 20140714 11:41 & Sign Cutiadmin

Central = =
D| fur}Fric!\‘i\qnugzr @ QQ 0

Configuration System Monitor

Site Configuration=Site=Headquarters

[l Headguarters &

Server- e

Room Network List
Undefined AP Network Name Admin Member Creator Creat Date Modify | Delete | Export|
Server-Room agmin admin 2014-07-01 12:23:01 B O &
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After clicking the E button, the following page will be available. The front desk staff
user account will now be available and can be add to this network by selecting it and
clicking on the >> button to move the account over to the Selected column.

Site

Headquarters &

Click the OK button to accept the changes made.

Click the OK button to accept the changes made.

After this, upload the configuration files to the access points in the network again.
Refer to the steps discussed earlier on how to do this.

Site:

Headquariers &

D Central
| WifiManager

02

Configuration

Configuration=Site=Create Site

£t

System

(©2014-07-14 11:42 & Sign Outiadmin

Monitor

Undefined AP SRENAE

Site Member

D Central
| WiFiManager

‘|Headquarlers

| Max char number is 50

% Admin Member

front

~

Selected

~

Configuration

Configuration=Site=Create Site

System

(9D2014-07-14 11:42 & Sign Oul/admin

Monitor

St

Site Member

Headquarters

‘ Max char number is 50

< Admin Member Selected
front ~ ~
front
>
v v
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Now we can log out of the administrative account, and log back in with our front desk

staff account. D-Lilll( :

Building Networks for People

Enter the front desk staff account’s username and password in the spaces provided
and click the Login button to enter the front desk staff account.

Central WifiManager

Username :

Password :
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After successfully logged in, using the front desk staff account, the following page will be available. On this page we can generate a pass code for front desk users.

The following parameters can be configured:

Parameter Description

5 18:04 x Sign Outfrontdesk

. . ] Central
SSID The network SSID will be displayed that front desk user can D| T i—
use to temporarily access the wireless network using the
pass Code that W|” be generated here D-Link_HQ Frontdesk=D-Link_HQ=PP>Generate passcode
= . o liid P de setf
Security Key A pass code can be manually entered here. Leave this field e [T —
blank to allow the system to generate a random pass code. Ee s —

# PM

Select the Display Security Key option to display the letter
typed into this field.

Pass Code Quantity Enter the amount of pass codes that will be generated here.
Normally we’'ll only generate one pass code.

Duration Enter the duration for this wireless connection here. This
value must be in hours.

I
i
— ’
7 Test Securtly key [ |[E Display security key

Passcode quantity [

Duration [

Last active day [2015.01-05

| | User limit [

Last Active Day Select the last active date that this code can be used here.

Device Limit Enter the device limit value here. This is the maximum
amount of active users that can use this pass code.

Click the Generate button to generate the new pass code.
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After clicking on the View/Edit/Delete option in the left menu, we can view the list
of pass codes that was generated. Also the Duration Remaining and Status fields
are displayed here, that are useful for front desk staff to monitor active and passive
connections.

Click the = icon to modify an existing entry.
Click the & icon to delete an existing entry.

Pass codes can now be given to front desk users by front desk staff.

To generate new codes, front desk staff simply login to the Central WifiManager
Server application, using the front desk staff user account details, enter the relevant
ticket (pass code) information and click on the Generate button to get a code and
give the code to the front desk user. Based on the Duration time specified, the ticket
will expire and the entry can be removed.

D Central
| WiFiManager

D-Link_HQ

Frontdesk=D-Link_HQ=PP=View

= PP
Generate passcode
Viewledit/delete
PM

&
=
o
2

D-Link_US
D-Link_EU
D-Link_JP

z
-

Passcode list

W | Passcode

54597967
68656522
25176003
01201468

61721043
85314185
55182153

o
O
=]
]
O 23160099
=]
o
&l
=]

54681108

881D

GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24
GO to CWH24

Duration | User limit

10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)
10 hour(s)

hothotno@m ot otno;

Last active day

15-01-30
15-01-30
15-01-30
15-01-30
15-01-30
15-01-30
15-01-20
15-01-30
15-01-30

Duration

remaining

not active

not active
0

not active

not active
o

not active

not active

not active

Creator

frontdesk
frontdesk
frontdesk
frontdesk
frontdesk
frontdesk
frontdesk
frontdesk
frontdesk

Status

®®

oPOPOOODOD®

Edit

QDo oggo

Delete

Bl 8| 8 8} 81 81 81 8 8

3
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Front desk users simply connect to the wireless network available and when trying _
to connect to the network or Internet, using their Web browser, users will be asked to D-Link

enter the pass code.
After entering the correct code, supplied by front desk staff, front desk users can
connect to the network or Internet for the duration of the ticket.
Company Logo
Passcode || Submit |
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Appendix B - How to customize Captive Portal Login Page

There are three styling options provided for customizing the look and feel of the captive portal login page. Please follow instructions below for a successful customization of
the login page.

Each styling option represents different Ul style; customization for any option is done by editing its web page source files. Below is a quick overview for files that can be
edited as they vary for each styling option:

e Pages_default: Provides options to customize the text and images shown on the login page

* Pages_license: Provides options to customize the text and images shown on the login page, including the ability to place your own logo image.

e Pages_headerpic: Provides options to customize the text and images shown on the login page, including the ability to place your own logo image and a header image
at the top of the page.

Image is customized by replacing the existing image files. Text is customized by editing the “text.js” file.

Obtaining the source files

You can obtain the source file by going to the “SSID” page under the “Configuration” D Central 'C" = 0
menu. | WifiManager —
« . Ly . Configuratic Syst Monitor
In “Splash page customization”, select the style from the drop-down menu and click e L s — ystem
on “Download Template” to download its source file. = g |
- ::\D ‘ Passcode list
S passcode _[ssD___Jouraton ___Juseriimit_Lastactve day ____[ouration remaining __[creator __Jstatus ||
. Bandwidth
You should see the downloaded source file with the same name as the one from the S
drop-down menu. The file will be compressed with the extension of “.tar” (eg. Pages_ RF optimization
default.tar). Please use a file compression tool such as 7zip or winrar to decompress Ee‘“'“’d?"“'”g
. . . ploading
the file. The source files should then be located in an extracted folder. confguration
Firmware upgrade

Web redirection []
[Wehsite |"='€\:.: ‘ ‘ |

~Splash page custom

Choose template] [pages_default Preview Delete the StVIeIIDawnLuadTemDIate |

| "
Enable white list (]

Upload white list file ‘ || Browse... ‘
T
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Contents and illustrations of each styling source files

Pages_default: bg.png, login_box.png, login_login.png, text.js

* Please make sure to use png image files and remain using the same file names
for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.
Passcode

— login_login

Logging in indictaes you have read and accepted the licenselse Policy

Secure internet portal

Pages_license: bg.png, bott.png, logo.png, text.js

This iz license,

* Please make sure to use png image files and remain using the same
file names for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.

Authentication for 8SID: undefinad
Please enter your username and password or passcode to continue

ﬂbortlp,]g

Passcode

[ F—beem
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Pages_headerpic: bg.png, bg_top.png, bott.png, logo.png, text.js

* Please make sure to use png image files and remain using the same
file names for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.

\bgftop.png

Secure internet portdl

Login in far secure internet access

Editing texts in the text.js file

Open the text.js with text editor software. Locate the following parameters in the file and change their values to after the “=" to customize texts shown in the login page:

var username="Username”;

var password="Password”;

var login="Login”;

var license_notice="Logging in indicates you have read and accepted the license”;
var license_link="Use Policy”;
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Uploading the source file after customization

After you are done editing the extracted source files, you would need to compress the files back to a “.tar” file before uploading it back the CWM.

Below is an example to compress the files using 7zip:

tkingsjerry. ALPHA-D4800039E \Desktoplpage_sample

1.Select all the extracted source files and right-click. From the drop-down menu, = Size | Type Date Modified
« s « — 7 1KE PNG Image 2/15(2015 3:35 PM
- >>
select "7-Zip Add to archive 6KE  HTML Document 2/15(2015 3:35 PM
-3 1KE Text Document 2/15/2015 3:55 PM
4KB  PNG Image 2/15/2015 3:35 PM
- VR DNE Tmage 2/15/2015 2:38 PM
P’_e"“""‘ ing Style sh...  2/15/2015 3:33 PM
Edt ocument 2/15/2015 3:38 FM
Print Seript File 2/15/2015 3:38 FM
7-Zip Add to archive..,
CRC SHA 3 Compress and email. ..
[ Edit with Motepad++ Add to "page_sample. 72"
* Cpen Wikh 3 Compress to "page_sample, 72" and email
) Add ko "page_sample, zip"
ﬁgTDrtD'SESVN r Compress to "page_sample.zip" and email
2.In the dialog, select “tar” as the archive format from the drop-down menu shown S = ®
. « » .. . e C\DcUMEnts and GetingshAdtinishator\ T page_sample
below and click “OK” to finish. (*Please make sure the compressed file does not e = 3 O

exceed 448KB. Exceeding the size limit will result in a failed upload) (et | e—

Pathmode Fielalive pathnames ~

Options

Compression level
Compression method

Ditionary size:
[] Compress shared fles

Word size [ Delete files sfter compression

Solid Block size )
Encryption

Memory usags for Decompressing: 118 | ‘

Nurnber of CPU Hreads: /4

Memery usage far Compressing: M8

5plt ta volumss, bytes

[ v

Parameters:

NTFS
[ Store symbolic links:
[ Stare hard links

[ oK H Cancel ][ Help
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Configuration=Site>5S=NN=8SID

3.In the CWM web management Ul, go to “Configuration” >> “SSID”. Under “Splash

page customization”, click “Upload login file”. A dialog should be displayed to allow
you to add a new style profile. Enter a desired name and click “Browse”, this should SR, | - |Dage e
open another dialog which allows you to locate the source file for upload. mw @ @hw;

4 & |index.html

MyRecent  |[Z] licasne. txt

. Dacuments B‘ng?huxlpng
Upload login file @ %] toin_login.prig
- p &.tar
_ Desktop Chroter.css
Style Name page_sample & | success.html
. A - text‘is
Upload g le: [~ Bowae ] )
My Documents
| o |
Web redirection [] My Camputer
Website ° |hm: | ‘ |
Splash page customization g
Choose template: [Nt assigned [ ] Upload login file || sEEERE IR page_sample et

Files of type: Al Files 7]

Enable white list (]

4.After uploading the source file successfully, the new style should be available from TREEIECH ST
the drop-down menu, which you can select and finish configuration for captive Onooseste: _|paoe_sample [IEEE [EEETETEN Detete the stie Downoad Template
portal login page customization. Enable white list[] Style1

Style2

MAC address: Style3
Upload white list file: || Browse... | Upload
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